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CHAPTER
ONE

INTRODUCTION

open62541 (http://open62541.org) is an open source and free implementation of OPC UA (OPC Unified Architec-
ture) written in the common subset of the C99 and C++98 languages. The library is usable with all major compilers
and provides the necessary tools to implement dedicated OPC UA clients and servers, or to integrate OPC UA-based
communication into existing applications. open62541 library is platform independent. All platform-specific func-
tionality is implemented via exchangeable plugins. Plugin implementations are provided for the major operating
systems.

open62541 is licensed under the Mozilla Public License v2.0 (MPLv2). This allows the open62541 library to be
combined and distributed with any proprietary software. Only changes to the open62541 library itself need to be
licensed under the MPLv2 when copied and distributed. The plugins, as well as the server and client examples are
in the public domain (CCO license). They can be reused under any license and changes do not have to be published.

The sample server (server_ctt) built using open62541 v1.0 is in conformance with the ‘Micro Embedded Device
Server’ Profile of OPC Foundation supporting OPC UA client/server communication, subscriptions, method calls
and security (encryption) with the security policies ‘Basic128Rsal5’, ‘Basic256’ and ‘Basic256Sha256’ and the
facets ‘method server’ and ‘node management’. See https://open62541.org/certified-sdk for more details.

1.1 OPC Unified Architecture
OPC UA is a protocol for industrial communication and has been standardized in the IEC 62541 series. At its core,
OPC UA defines

¢ an asynchronous profocol (built upon TCP, HTTP or SOAP) that defines the exchange of messages via ses-
sions, (on top of) secure communication channels, (on top of) raw connections,

* atype system for protocol messages with a binary and XML-based encoding scheme,
* ameta-model for information modeling, that combines object-orientation with semantic triple-relations, and

* aset of 37 standard services to interact with server-side information models. The signature of each service
is defined as a request and response message in the protocol type system.

The standard itself can be purchased from IEC or downloaded for free on the website of the OPC Foundation at
https://opcfoundation.org/ (you need to register with a valid email).

The OPC Foundation drives the continuous improvement of the standard and the development of companion spec-
ifications. Companion specifications translate established concepts and reusable components from an application
domain into OPC UA. They are created jointly with an established industry council or standardization body from
the application domain. Furthermore, the OPC Foundation organizes events for the dissemination of the standard
and provides the infrastructure and tools for compliance certification.

1.2 open62541 Features

open62541 implements the OPC UA binary protocol stack as well as a client and server SDK. It currently supports
the Micro Embedded Device Server Profile plus some additional features. Server binaries can be well under 100kb
in size, depending on the contained information model.

e Communication Stack
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OPC UA binary protocol

Chunking (splitting of large messages)

Exchangeable network layer (plugin) for using custom networking APIs (e.g. on embedded targets)

Encrypted communication
— Asynchronous service requests in the client

¢ Information model

Support for all OPC UA node types (including method nodes)

Support for adding and removing nodes and references also at runtime.

Support for inheritance and instantiation of object- and variable-types (custom constructor/destructor,
instantiation of child nodes)

— Access control for individual nodes
* Subscriptions
— Support for subscriptions/monitoreditems for data change notifications
— Very low resource consumption for each monitored value (event-based server architecture)
¢ Code-Generation
— Support for generating data types from standard XML definitions
— Support for generating server-side information models (nodesets) from standard XML definitions
Features on the roadmap for the 0.3 release series but missing in the initial v0.3 release are:
* Encrypted communication in the client
* Events (notifications emitted by objects, data change notifications are implemented)

* Event-loop (background tasks) in the client

1.3 Getting Help

For discussion and help besides this documentation, you can reach the open62541 community via
¢ the mailing list
* our IRC channel

* the bugtracker

1.4 Contributing

As an open source project, we invite new contributors to help improve open62541. Issue reports, bugfixes and new
features are very welcome. The following are good starting points for new contributors:

* Report bugs

* Improve the documentation

» Work on issues marked as good first issue

2 Chapter 1. Introduction
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CHAPTER
TWO

BUILDING OPENG62541

open62541 uses CMake to build the library and binaries. The library version is automatically detected using git
describe. This command returns a valid version string based on the current tag. If you did not directly clone the
sources, but use the tar or zip package from a release, you need to manually specify the version. In that case use

e.g. cmake -DOPEN62541_VERSION=v1.0.3

2.1 Building the Library

2.1.1 Building with CMake on Ubuntu or Debian

sudo apt-get install git build-essential gcc pkg-config cmake python

# enable additional features

sudo apt-get install cmake-curses-gui # for the ccmake graphical interface
sudo apt-get install libmbedtls-dev # for encryption support

sudo apt-get install check libsubunit-dev # for unit tests

sudo apt-get install python-sphinx graphviz # for documentation generation
sudo apt-get install python-sphinx-rtd-theme # documentation style

cd open62541
mkdir build
cd build
cmake ..
make

# select additional features
ccmake ..
make

# build documentation
make doc # html documentation
make doc_pdf # pdf documentation (requires LaTeX)

2.1.2 Building with CMake on Windows

Here we explain the build process for Visual Studio (2013 or newer). To build with MinGW, just replace the

compiler selection in the call to CMake.
* Download and install
— Python 2.7.x (Python 3.x works as well): https://python.org/downloads

— CMake: http://www.cmake.org/cmake/resources/software.html

— Microsoft Visual Studio: https://www.visualstudio.com/products/visual-studio-community-vs

* Download the open62541 sources (using git or as a zipfile from github)
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* Open a command shell (cmd) and run

cd <path-to>\open62541
mkdir build
cd build
<path-to>\cmake.exe .. -G "Visual Studio 14 2015"
: You can use use cmake-gui for a graphical user-interface to select features

* Then open buildopen62541.sln in Visual Studio 2015 and build as usual

2.1.3 Building on OS X
* Download and install
— Xcode: https://itunes.apple.com/us/app/xcode/id497799835s=1&mt=12
— Homebrew: http://brew.sh/
— Pip (a package manager for Python, may be preinstalled): sudo easy_install pip

* Run the following in a shell

brew install cmake

pip install sphinx # for documentation generation

pip install sphinx_rtd_theme # documentation style

brew install graphviz # for graphics in the documentation
brew install check # for unit tests

Follow Ubuntu instructions without the apt-get commands as these are taken care of by the above packages.

2.1.4 Building on OpenBSD

The procedure below works on OpenBSD 5.8 with gcc version 4.8.4, cmake version 3.2.3 and Python version
2.7.10.

* Install a recent gcc, python and cmake:

[pkg_add gcc python cmake

* Tell the system to actually use the recent gcc (it gets installed as egcc on OpenBSD):

[export CC=egcc CXX=eg++ ]

* Now procede as described for Ubuntu/Debian:

cd open62541
mkdir build
cd build
cmake ..
make

2.1.5 Building Debian Packages inside Docker Container with CMake on Ubuntu
or Debian

Here is an example howto build the library as Debian package inside a Docker container
* Download and install
— Docker Engine: https://docs.docker.com/install/linux/docker-ce/debian/
— docker-deb-builder: https://github.com/tsaarni/docker-deb-builder.git
— open62541: https://github.com/open62541/open62541.git

4 Chapter 2. Building open62541


https://itunes.apple.com/us/app/xcode/id497799835?ls=1&mt=12
http://brew.sh/
https://docs.docker.com/install/linux/docker-ce/debian/
https://github.com/tsaarni/docker-deb-builder.git
https://github.com/open62541/open62541.git

open62541 Documentation, Release 1.3.15

Install Docker as described at https://docs.docker.com/install/linux/docker-ce/debian/ .

Get the docker-deb-builder utility from github and make Docker images for the needed Debian and/or Ubuntu
relases

# make and goto local development path (e.g. ~/development)
mkdir ~/development
cd ~/development

# clone docker-deb-builder utility from github and change into builder directory
git clone https://github.com/tsaarni/docker-deb-builder.git
cd docker-deb-builder

# make Docker builder images (e.g. Ubuntu 18.04 and 17.04)
docker build -t docker-deb-builder:18.04 -f Dockerfile-ubuntu-18.04 .
docker build -t docker-deb-builder:17.04 -f Dockerfile-ubuntu-17.04 .

Make a local copy of the open62541 git repo and checkout a pack branch

# make a local copy of the open62541 git repo (e.g. in the home directory)
# and checkout a pack branch (e.g. pack/1.0)

cd ~

git clone https://github.com/open62541/open62541.git

cd ~/open62541

git checkout pack/1.0

Now it’s all set to build Debian/Ubuntu open62541 packages

# goto local developmet path
cd ~/development

# make a local output directory for the builder where the packages can be placed.
—after build
mkdir output

# build Debian/Ubuntu packages inside Docker container (e.g. Ubuntu-18.04)
./build -i docker-deb-builder:18.04 -o output ~/open62541

J

After a successfull build the Debian/Ubuntu packages can be found at ~/development/docker-deb-builder/
output

2.1.6 CMake Build Options and Debian Packaging

If the open62541 library will be build as a Debian package using a pack branch (e.g. pack/master or pack/1.0)
then altering or adding CMake build options should be done inside the debian/rules file respectively in the
debian/rules-template file if working with a development branch (e.g. master or 1.0).

The section in debian/rules where the CMake build options are defined is

override_dh_auto_configure:
dh_auto_configure -- -DBUILD_SHARED_LIBS=ON -DCMAKE_BUILD_TYPE=RelWithDebInfo -
—DUA_NAMESPACE_ZERO=FULL -DUA_ENABLE_AMALGAMATION=OFF -DUA_PACK_DEBIAN=ON

This CMake build options will be passed as command line variables to CMake during Debian packaging.

2.1. Building the Library 5
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2.2 Build Options

The open62541 project uses CMake to manage the build options, for code generation and to generate build projects
for the different systems and IDEs. The tools ccmake or cmake-gui can be used to graphically set the build options.

Most options can be changed manually in ua_config.h (open62541.h for the single-file release) after the code
generation. But usually there is no need to adjust them.

2.2.1 Main Build Options

CMAKE_BUILD_TYPE
* RelWithDebInfo -O2 optimization with debug symbols
* Release -O2 optimization without debug symbols
* Debug -O0 optimization with debug symbols
* MinSizeRel -Os optimization without debug symbols

UA_LOGLEVEL
The SDK logs events of the level defined in UA_LOGLEVEL and above only. The logging event levels are as
follows:

* 600: Fatal
* 500: Error
¢ 400: Warning
* 300: Info
¢ 200: Debug
e 100: Trace
UA_MULTITHREADING
Level of multi-threading support. The supported levels are currently as follows:
¢ 0-99: Multithreading support disabled.

* >=100: API functions marked with the UA_THREADSAFE-macro are protected internally with mu-
texes. Multiple threads are allowed to call these functions of the SDK at the same time without causing
race conditions. Furthermore, this level support the handling of asynchronous method calls from ex-
ternal worker threads.

2.2.2 Select build artefacts

By default only the main library shared object libopen62541.s0 (open62541.dll) or static linking archive
open62541.a (open62541.1ib) is built. Additional artifacts can be specified by the following options:

UA_BUILD_EXAMPLES
Compile example servers and clients from examples/*.c.

UA_BUILD_UNIT_TESTS
Compile unit tests. The tests can be executed with make test

UA_BUILD_SELFSIGNED_CERTIFICATE
Generate a self-signed certificate for the server (openSSL required)

2.2.3 Detailed SDK Features

UA_ENABLE_SUBSCRIPTIONS
Enable subscriptions

UA_ENABLE_SUBSCRIPTIONS_EVENTS (EXPERIMENTAL)
Enable the use of events for subscriptions. This is a new feature and currently marked as EXPERIMENTAL.

6 Chapter 2. Building open62541
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UA_ENABLE_SUBSCRIPTIONS_ALARMS_CONDITIONS (EXPERIMENTAL)
Enable the use of A&C for subscriptions. This is a new feature build upon events and currently marked as
EXPERIMENTAL.

UA_ENABLE_METHODCALLS
Enable the Method service set

UA_ENABLE_PARSING
Enable parsing human readable formats of builtin data types (Guid, Nodeld, etc.). Utility functions that are
not essential to the SDK.

UA_ENABLE_NODEMANAGEMENT
Enable dynamic addition and removal of nodes at runtime

UA_ENABLE_AMALGAMATION
Compile a single-file release into the files open62541.c and open62541.h. Not recommended for instal-
lation.

UA_ENABLE_IMMUTABLE_NODES
Nodes in the information model are not edited but copied and replaced. The replacement is done with atomic
operations so that the information model is always consistent and can be accessed from an interrupt or parallel
thread (depends on the node storage plugin implementation).

UA_ENABLE_COVERAGE
Measure the coverage of unit tests

UA_ENABLE_DISCOVERY
Enable Discovery Service (LDS)

UA_ENABLE_DISCOVERY_MULTICAST
Enable Discovery Service with multicast support (LDS-ME)

UA_ENABLE_DISCOVERY_SEMAPHORE
Enable Discovery Semaphore support

UA_ENABLE_ENCRYPTION
Enable encryption support and specify the used encryption backend. The possible options are: - OFF No
encryption support. (default) - MBEDTLS Encryption support using mbed TLS - OPENSSL Encryption support
using OpenSSL - LIBRESSL EXPERIMENTAL: Encryption support using LibreSSL

UA_ENABLE_ENCRYPTION_TPM2
Enable TPM hardware for encryption. The possible options are:
* OFF No TPM encryption support. (default)
e ON TPM encryption support
UA_NAMESPACE_ZERO

Namespace zero contains the standard-defined nodes. The full namespace zero may not be required
for all applications. The selectable options are as follows:

e MINIMAL: A barebones namespace zero that is compatible with most clients. But this namespace
0 is so small that it does not pass the CTT (Conformance Testing Tools of the OPC Foundation).

* REDUCED: Small namespace zero that passes the CTT.
e FULL: Full namespace zero generated from the official XML definitions.

The advanced build option UA_FILE_NSO can be used to override the XML file used for namespace
Zero generation.

Some options are marked as advanced. The advanced options need to be toggled to be visible in the cmake GUIs.

UA_ENABLE_TYPEDESCRIPTION
Add the type and member names to the UA_DataType structure. Enabled by default.

UA_ENABLE_STATUSCODE_DESCRIPTIONS
Compile the human-readable name of the StatusCodes into the binary. Enabled by default.

2.2. Build Options 7
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UA_ENABLE_FULL_NS0
Use the full NSO instead of a minimal Namespace 0 nodeset UA_FILE_NS® is used to specify the file for
NSO generation from namespace( folder. Default value is Opc.Ua.NodeSet2.xml

2.2.4 PubSub Build Options

UA_ENABLE_PUBSUB
Enable the experimental OPC UA PubSub support. The option will include the PubSub UDP multicast
plugin. Disabled by default.

UA_ENABLE_PUBSUB_DELTAFRAMES
The PubSub messages differentiate between keyframe (all published values contained) and deltaframe (only
changed values contained) messages. Deltaframe messages creation consumes some additional resources
and can be disabled with this flag. Disabled by default.

UA_ENABLE_PUBSUB_FILE_CONFIG
Enable loading OPC UA PubSub configuration from File/ByteString. Enabling PubSub informationmodel
methods also will add a method to the Publish/Subscribe object which allows configuring PubSub at runtime.

UA_ENABLE_PUBSUB_INFORMATIONMODEL
Enable the information model representation of the PubSub configuration. For more details take a look at
the following section PubSub Information Model Representation. Disabled by default.

UA_ENABLE_PUBSUB_MONITORING
Enable the experimental PubSub monitoring. This feature provides a basic framework to implement monitor-
ing/timeout checks for PubSub components. Initially the MessageReceiveTimeout check of a DataSetReader
is provided. It uses the internal server callback implementation. The monitoring backend can be changed by
the application to satisfy realtime requirements. Disabled by default.

UA_ENABLE_PUBSUB_ETH_UADP
Enable the OPC UA Ethernet PubSub support to transport UADP NetworkMessages as payload of Ethernet
II frame without IP or UDP headers. This option will include Publish and Subscribe based on EtherType
B62C. Disabled by default.

2.2.5 Debug Build Options
This group contains build options mainly useful for development of the library itself.

UA_DEBUG
Enable assertions and additional definitions not intended for production builds

UA_DEBUG_DUMP_PKGS
Dump every package received by the server as hexdump format

2.2.6 Building a shared library

open62541 is small enough that most users will want to statically link the library into their programs. If a shared
library (.dll, .so) is required, this can be enabled in CMake with the BUILD_SHARED_LIBS option. Note that this
option modifies the ua_config.h file that is also included in open62541.h for the single-file distribution.

2.2.7 Minimizing the binary size

The size of the generated binary can be reduced considerably by adjusting the build configuration. With open62541,
it is possible to configure minimal servers that require less than 100kB of RAM and ROM.

The following options influence the ROM requirements:

First, in CMake, the build type can be set to CHAKE_BUILD_TYPE=MinSizeRel. This sets the compiler flags to
minimize the binary size. The build type also strips out debug information. Second, the binary size can be reduced
by removing features via the build-flags described above.

Second, setting UA_NAMESPACE_ZERO to MINIMAL reduces the size of the builtin information model. Setting this
option can reduce the binary size by half in some cases.
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Third, some features might not be needed and can be disabled to reduce the binary footprint. Examples for this are
Subscriptions or encrypted communication.

Last, logging messages take up a lot of space in the binary and might not be needed in embedded scenar-
ios. Setting UA_LOGLEVEL to a value above 600 (FATAL) disables all logging. In addition, the feature-flags
UA_ENABLE_TYPEDESCRIPTION and UA_ENABLE_STATUSCODE_DESCRIPTIONS add static information to the bi-
nary that is only used for human-readable logging and debugging.

The RAM requirements of a server are mostly due to the following settings:
¢ The size of the information model
¢ The number of connected clients

* The configured maximum message size that is preallocated

2.3 Building the Examples

Make sure that you can build the shared library as explained in the previous steps. Even easier way to build the
examples is to install open62541 in your operating system (see Installing open62541).

Then the compiler should automatically find the includes and the shared library.

cp /path-to/examples/tutorial_server_firststeps.c . # copy the example server
gcc -std=c99 -o server tutorial_server_firststeps.c -lopen62541

2.4 Building for specific architectures

The open62541 library can be build for many operating systems and embedded systems. This document shows a
small excerpt of already tested architectures. Since the stack is only using the C99 standard, there are many more
supported architectures.

A full list of implemented architecture support can be found in the arch folder.

2.4.1 Windows, Linux, MacOS

These architectures are supported by default and are automatically chosen by CMake.

Have a look into the previous sections on how to do that.

2.4.2 freeRTOS + LwiIP

Credits to @cabralfortiss

This documentation is based on the discussion of the PR https://github.com/open62541/open62541/pull/2511. If
you have any doubts, please first check the discussion there.

This documentation assumes that you have a basic example using LwIP and freeRTOS that works fine, and you
only want to add an OPC UA task to it.

There are two main ways to build open62541 for freeRTOS + LwIP:

* Select the cross compiler in CMake, set the flags needed for compilation (different for each microcontroller
so it can be difficult) and then run make in the folder and the library should be generated. This method can
be hard to do because you need to specify the include files and some other configurations.

* Generate the open6254.h and open6254.c files with the freeRTOSLWIP architecture and then put these files
in your project in your IDE that you’re using for compiling. This is the easiest way of doing it and the
documentation only focus on this method.

In CMake, select freertosLWIP using the variable UA_ARCHITECTURE, enable amalgamation using the
UA_ENABLE_AMALGAMATION variable and just select the native compilers. Then try to compile as always.
The compilation will fail, but the open62541.h and open62541.c will be generated.

2.3. Building the Examples 9
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NOTE: If you are using the memory allocation functions from freeRTOS (pvPortMalloc and family) you will need
also to set the variable UA_ ARCH_FREERTOS_USE_OWN_MEMORY_FUNCTIONS to true. Many users had
to implement pvPortCalloc and pvPortRealloc.

If using the terminal, the command should look like this

mkdir build_freeRTOS

cd build_£freeRTOS

cmake -DUA_ARCHITECTURE=freertosLWIP -DUA_ENABLE_AMALGAMATION=ON ../
make

Remember, the compilation will fail. That’s not a problem, because you need only the generated files (open62541.h
and open62541.c) found in the directory where you tried to compile. Import these in your IDE that you’re using.
There is no standard way of doing the following across all IDEs, but you need to do the following configurations
in your project:

* Add the open62541.c file for compilation
* Add the variable UA_ ARCHITECTURE_FREERTOSLWIP to the compilation
* Make sure that the open62541.h is in a folder which is included in the compilation.

When compiling LwWIP you need a file called lwipopts.h. In this file, you put all the configuration variables. You
need to make sure that you have the following configurations there:

#define LWIP_COMPAT_SOCKETS ® // Don't do name define-transformation in networking.,
—function names.

#define LWIP_SOCKET 1 // Enable Socket API (normally already set)

#define LWIP_DNS 1 // enable the lwip_getaddrinfo function, struct addrinfo and more.
#define SO_REUSE 1 // Allows to set the socket as reusable

#define LWIP_TIMEVAL_PRIVATE ® // This is optional. Set this flag if you get a.
—scompilation error about redefinition of struct timeval

For freeRTOS there’s a similar file called FreeRTOSConfig.h. Usually, you should have an example project with
this file. The only two variables that are recommended to check are:

#define configCHECK_FOR_STACK_OVERFLOW 1
#define configUSE_MALLOC_FAILED_HOOK 1

Most problems when running the OPC UA server in freeRTOS + LwIP come from the fact that is usually deployed
in embedded systems with a limited amount of memory, so these definitions will allow checking if there was a
memory problem (will save a lot of effort looking for hidden problems).

Now, you need to add the task that will start the OPC UA server.

static void opcua_thread(void *arg){

//The default 64KB of memory for sending and receicing buffer caused problems..
—to many users. With the code below, they are reduced to ~16KB

UA_UInt32 sendBufferSize = 16000; //64 KB was too much for my platform

UA_UInt32 recvBufferSize = 16000; //64 KB was too much for my platform

UA_UInt16 portNumber = 4840;

UA_Server* mUaServer = UA_Server_new();

UA_ServerConfig *uaServerConfig = UA_Server_getConfig(mUaServer);

UA_ServerConfig_setMinimal (uaServerConfig, portNumber, 0, sendBufferSize,..
—recvBufferSize);

//VERY IMPORTANT: Set the hostname with your IP before starting the server
UA_ServerConfig_setCustomHostname (uaServerConfig, UA_STRING("192.168.0.102"));

(continues on next page)
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(continued from previous page)

//The rest is the same as the example
UA_Boolean running = true;

// add a variable node to the adresspace
UA_VariableAttributes attr = UA_VariableAttributes_default;
UA_Int32 myInteger = 42;
UA_Variant_setScalarCopy(&attr.value, &myInteger, &UA_TYPES[UA_TYPES_INT32]);
attr.description = UA_LOCALIZEDTEXT_ALLOC("en-US","the answer");
attr.displayName = UA_LOCALIZEDTEXT_ALLOC("en-US","the answer");
UA_NodeId myIntegerNodeId = UA_NODEID_STRING_ALLOC(1l, "the.answer");
UA_QualifiedName myIntegerName = UA_QUALIFIEDNAME_ALLOC(1, "the answer");
UA_NodelId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);
UA_NodelId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_Server_addVariableNode (mUaServer, myIntegerNodeId, parentNodeld,
parentReferenceNodeld,
— myIntegerName,
UA_NODEID_NULL, attr,.
NULL, NULL);

/% allocations on the heap need to be freed */
UA_VariableAttributes_clear(&attr);
UA_NodelId_clear(&myIntegerNodeld);
UA_QualifiedName_clear(&myIntegerName) ;

UA_StatusCode retval = UA_Server_run(mUaServer, &running);
UA_Server_delete(mUaServer) ;

In your main function, after you initialize the TCP IP stack and all the hardware, you need to add the task:

//8000 is the stack size and 8 is priority. This values might need to be changed.,

—saccording to your project

if(NULL == sys_thread_new("opcua_thread", opcua_thread, NULL, 8000, 8))
LWIP_ASSERT("opcua(): Task creation failed.", 0);

And lastly, in the same file (or any actually) add:

void vApplicationMallocFailedHook(){
for(;;){
vTaskDelay (pdMS_TO_TICKS(1000));
}
}

void vApplicationStackOverflowHook( TaskHandle_t xTask, char *pcTaskName ) {
for(;;){
vTaskDelay (pdMS_TO_TICKS(1000));
}

J

And put a breakpoint in each of the vTaskDelay. These functions are called when there’s a problem in the heap or
the stack. If the program gets here, you have a memory problem.

That’s it. Your OPC UA server should run smoothly. If not, as said before, check the discussion in https://github.
com/open62541/open62541/pull/2511. If you still have problems, ask there so the discussion remains centralized.

2.4. Building for specific architectures 11
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CHAPTER
THREE

INSTALLING OPENG62541

3.1 Manual installation

You can install open62541 using the well known make install command. This allows you to use pre-built libraries
and headers for your own project.

To override the default installation directory use cmake -DCMAKE_INSTALL_PREFIX=/some/path. Based on the
SDK Features you selected, as described in Build Options, these features will also be included in the installation.
Thus we recommend to enable as many non-experimental features as possible for the installed binary.

The recommended cmake options for a default installation are:

git submodule update --init --recursive

mkdir build && cd build

cmake -DBUILD_SHARED_LIBS=ON -DCMAKE_BUILD_TYPE=RelWithDebInfo -DUA_NAMESPACE_
—ZERO=FULL ..

make

sudo make install

This will enable the following features in 0.4:
* Discovery
* FullNamespace
* Methods
* Subscriptions

The following features are not enabled and can be optionally enabled using the build options as described in Build
Options:

¢ Amalgamation

* DiscoveryMulticast
* Encryption

* Multithreading

* Subscriptions

@ Important

We strongly recommend to not use UA_ENABLE_AMALGAMATION=ON for your installation. This will only gen-
erate a single open62541.h header file instead of the single header files. We encourage our users to use the
non-amalgamated version to reduce the header size and simplify dependency management.

In your own CMake project you can then include the open62541 library using:

13
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# optionally you can also specify a specific version

# e.g. find_package(open62541 1.0.0)

find_package(open62541 REQUIRED COMPONENTS Events FullNamespace)
add_executable(main main.cpp)

target_link libraries(main open62541::open62541)

A full list of enabled features during build time is stored in the CMake Variable open62541_COMPONENTS_ALL

3.2 Prebuilt packages

3.2.1 Pack branches

Github allows you to download a specific branch as .zip package. Just using this .zip package for open62541 will
likely fail:

e CMake uses git describe --tags to automatically detect the version string. The .zip package does not
include any git information

* Specific options during the build stack require additional git submodules which are not inlined in the .zip

Therefore we provide packaging branches. They have the prefix pack/ and are automatically updated to match the
referenced branch.

Here are some examples:
* pack/master.zip
* pack/1.0.zip

These pack branches have inlined submodules and the version string is hardcoded. If you need to build from source
but do not want to use git, use these specific pack versions.

3.2.2 Prebuilt binaries

You can always find prebuilt binaries for every release on our Github Release Page.

Nightly single file releases for Linux and Windows of the last 50 commits can be found here: https://open62541.
org/releases/

3.2.3 Debian
Debian packages can be found in our official PPA:
¢ Daily Builds (based on master branch): https://launchpad.net/~open62541-team/+archive/ubuntu/daily
* Release Builds (starting with Version 0.4): https://launchpad.net/~open62541-team/+archive/ubuntu/ppa

Install them with:

sudo add-apt-repository ppa:open62541-team/ppa
sudo apt-get update
sudo apt-get install libopen62541-1-dev

3.2.4 Arch

Arch packages are available in the AUR:
* Stable Builds: https://aur.archlinux.org/packages/open62541/
 Unstable Builds (current master): https://aur.archlinux.org/packages/open62541-git/

* In order to add custom build options (Build Options), you can set the environment variable
OPEN62541_CMAKE_FLAGS
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3.2.5 OpenBSD

Starting with OpenBSD 6.7 the ports directory misc/open62541 can build the released version of open62541.
Install the binary package from the OpenBSD mirrors:

[pkg_add open62541

3.2. Prebuilt packages 15
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CHAPTER
FOUR

TUTORIALS

4.1 Working with Data Types

OPC UA defines a type system for values that can be encoded in the protocol messages. This tutorial shows some

examples for available data types and their use. See the section on Data Types for the full definitions.

4.1.1 Basic Data Handling

This section shows the basic interaction patterns for data types. Make sure to compare with the type definitions in

types.h.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config_default.h>

#include <stdlib.h>

static void
variables_basic(void) {
/% Int32 */
UA_Int32 i = 5;
UA_Int32 j;
UA_Int32_copy(&i, &j);

UA_Int32 *ip = UA_Int32_new();
UA_Int32_copy(&i, ip);
UA_Int32_delete(ip);

/% String */

UA_String s;

UA_String_init(&s); /* _init zeroes out the entire memory of the datatype */
char *test = "test";

s.length = strlen(test);
s.data = (UA_Byte*)test;

UA_String s2;
UA_String_copy(&s, &s2);
UA_String_clear(&s2); /* Copying heap-allocated the dynamic content */

UA_String s3 UA_STRING("test2");
UA_String s4 = UA_STRING_ALLOC("test2"); /* Copies the content to the heap */
UA_Boolean eq = UA_String equal(&s3, &s4);
UA_String_clear(&s4);
if(leq)
return;

(continues on next page)

17




open62541 Documentation, Release 1.3.15

(continued from previous page)

/* Structured Type */

UA_ReadRequest rr;

UA_init(&rr, &UA_TYPES[UA_TYPES_READREQUEST]); /* Generic method */
UA_ReadRequest_init(&rr); /* Shorthand for the previous line */

rr.requestHeader.timestamp = UA_DateTime_now(); /* Members of a structure */

rr.nodesToRead = (UA_ReadValueld *)UA_Array_new(5, &QUA_TYPES[UA_TYPES_
—READVALUEID]);
rr.nodesToReadSize = 5; /* Array size needs to be made known */

UA_ReadRequest *“rr2 = UA_ReadRequest_new();
UA_copy(&rr, rr2, &UA_TYPES[UA_TYPES_READREQUEST]);
UA_ReadRequest_clear(&rr);
UA_ReadRequest_delete(rr2);

4.1.2 Nodelds

An OPC UA information model is made up of nodes and references between nodes. Every node has a unique
Nodeld. Nodelds refer to a namespace with an additional identifier value that can be an integer, a string, a guid or
a bytestring.

static void

variables_nodeids(void) {
UA_NodeId idl = UA_NODEID_NUMERIC(1, 1234);
idl.namespaceIndex = 3;

UA_NodeId id2 = UA_NODEID_STRING(1, "testid"); /* the string is static */
UA_Boolean eq = UA_NodeId_equal(&idl, &id2);
if(eq)

return;

UA_NodeId id3;
UA_NodeId_copy(&id2, &id3);
UA_NodeId_clear(&id3);

UA_NodeId id4 = UA_NODEID_STRING_ALLOC(1, "testid"); /* the string is copied
to the heap */
UA_NodeId_clear(&id4);

4.1.3 Variants

The datatype Variant belongs to the built-in datatypes of OPC UA and is used as a container type. A variant
can hold any other datatype as a scalar (except variant) or as an array. Array variants can additionally denote the
dimensionality of the data (e.g. a 2x3 matrix) in an additional integer array.

static void
variables_variants(void) {
/* Set a scalar value */
UA_Variant v;
UA_Int32 i = 42;
UA_Variant_setScalar(&v, &i, &UA_TYPES[UA_TYPES_INT32]);

(continues on next page)
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}

(continued from previous page)
/* Make a copy */
UA_Variant v2;
UA_Variant_copy(&v, &v2);
UA_Variant_clear(&v2);

/* Set an array value */
UA_Variant v3;

UA_Double d[9] = {1.0, 2.0, 3.0,
4.0, 5.0, 6.0,
7.0, 8.0, 9.0};
UA_Variant_setArrayCopy(&v3, d, 9, &UA_TYPES[UA_TYPES_DOUBLE]);

/* Set array dimensions */

v3.arrayDimensions = (UA_UInt32 *)UA_Array_new(2, &UA_TYPES[UA_TYPES_UINT32]);
v3.arrayDimensionsSize = 2;

v3.arrayDimensions[0] 3;

v3.arrayDimensions[1] 3;

UA_Variant_clear(&v3);

#1ifdef UA_ENABLE_TYPEDESCRIPTION
static void
prettyprint(void) {

UA_ReadRequest rr;

UA_ReadRequest_init (&rr);

UA_ReadValueld rvi[2];

UA_ReadValueId_init(rvi);
UA_ReadValueId_init(&rvi[1]);

rr.nodesToRead = rvi;

rr.nodesToReadSize = 2;

UA_String out = UA_STRING_NULL;

UA_print(&rr, &QUA_TYPES[UA_TYPES_READREQUEST], &out);
printf("%.*s\n", (int)out.length, out.data);
UA_String_clear(&out);

UA_ReadResponse resp;
UA_ReadResponse_init (&resp);
UA_print(&resp, &UA_TYPES[UA_TYPES_READRESPONSE], &out);

printf£("%.*s\n", (int)out.length, out.data);
UA_String_clear(&out);

UA_ReferenceDescription br;

UA_ReferenceDescription_init(&br);

br.nodeClass = (UA_NodeClass)5;

UA_print (&br, &QUA_TYPES[UA_TYPES_REFERENCEDESCRIPTION], &out);
printf("%.*s\n", (int)out.length, out.data);
UA_String_clear(&out);

UA_Float matrix[4] = {1.0, 2.0, 3.0, 4.0};

UA_UInt32 matrix_dims[2] = {2, 2};

UA_DataValue dv;

UA_DataValue_init(&dv);

UA_Variant_setArray(&dv.value, &matrix, 4, &UA_TYPES[UA_TYPES_FLOAT]);
dv.value.arrayDimensions = matrix_dims;

(continues on next page)
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(continued from previous page)
dv.value.arrayDimensionsSize = 2;
dv.hasValue = true;
dv.hasStatus = true;
dv.hasServerTimestamp = true;
dv.hasSourcePicoseconds = true;
UA_print(&dv, &QUA_TYPES[UA_TYPES_DATAVALUE], &out);
printf("%.*s\n", (int)out.length, out.data);
UA_String_clear(&out);

}
#endif

It follows the main function, making use of the above definitions.

int main(void) {
variables_basic();
variables_nodeids();
variables_variants(Q);

4.2 Building a Simple Server

This series of tutorial guide you through your first steps with open62541. For compiling the examples, you need
a compiler (MS Visual Studio 2015 or newer, GCC, Clang and MinGW32 are all known to be working). The
compilation instructions are given for GCC but should be straightforward to adapt.

It will also be very helpful to install an OPC UA Client with a graphical frontend, such as UAExpert by Unified
Automation. That will enable you to examine the information model of any OPC UA server.

To get started, downdload the open62541 single-file release from http://open62541.org or generate it according to
the build instructions with the “amalgamation” option enabled. From now on, we assume you have the open62541.
c/ .hfiles in the current folder. Now create a new C source-file called myServer. c with the following content:

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config_default.h>

#include <signal.h>
#include <stdlib.h>

static volatile UA_Boolean running = true;

static void stopHandler(int sig) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "received ctrl-c");
running = false;

}
int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;
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This is all that is needed for a simple OPC UA server. With the GCC compiler, the following command produces
an executable:

[$ gcc -std=c99 open62541.c myServer.c -o myServer

In a MinGW environment, the Winsock library must be added.

[$ gcc -std=c99 open62541.c myServer.c -lws2_32 -o myServer.exe

Now start the server (stop with ctrl-c):

[$ ./myServer

You have now compiled and run your first OPC UA server. You can go ahead and browse the information model
with client. The server is listening on opc.tcp://localhost:4840. In the next two sections, we will continue
to explain the different parts of the code in detail.

4.2.1 Server Configuration and Plugins

open62541 provides a flexible framework for building OPC UA servers and clients. The goals is to have a core
library that accommodates for all use cases and runs on all platforms. Users can then adjust the library to fit their
use case via configuration and by developing (platform-specific) plugins. The core library is based on C99 only
and does not even require basic POSIX support. For example, the lowlevel networking code is implemented as
an exchangeable plugin. But don’t worry. open62541 provides plugin implementations for most platforms and
sensible default configurations out-of-the-box.

In the above server code, we simply take the default server configuration and add a single TCP network layer that
is listerning on port 4840.

4.2.2 Server Lifecycle

The code in this example shows the three parts for server lifecycle management: Creating a server, running the
server, and deleting the server. Creating and deleting a server is trivial once the configuration is set up. The server
is started with UA_Server_run. Internally, the server then uses timeouts to schedule regular tasks. Between the
timeouts, the server listens on the network layer for incoming messages.

You might ask how the server knows when to stop running. For this, we have created a global variable running.
Furthermore, we have registered the method stopHandler that catches the signal (interrupt) the program receives
when the operating systems tries to close it. This happens for example when you press ctrl-c in a terminal program.
The signal handler then sets the variable running to false and the server shuts down once it takes back control.

In order to integrate OPC UA in a single-threaded application with its own mainloop (for example provided by
a GUI toolkit), one can alternatively drive the server manually. See the section of the server documentation on
Server Lifecycle for details.

The server configuration and lifecycle management is needed for all servers. We will use it in the following tutorials
without further comment.

4.3 Adding Variables to a Server

This tutorial shows how to work with data types and how to add variable nodes to a server. First, we add a new
variable to the server. Take a look at the definition of the UA_VariableAttributes structure to see the list of all
attributes defined for VariableNodes.

Note that the default settings have the AccessLevel of the variable value as read only. See below for making the
variable writable.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config default.h>

(continues on next page)
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#include <signal.h>
#include <stdlib.h>

static void

addVariable(UA_Server *server) {
/* Define the attribute of the myInteger variable node */
UA_VariableAttributes attr = UA_VariableAttributes_default;
UA_Int32 myInteger = 42;
UA_Variant_setScalar(&attr.value, &myInteger, &UA_TYPES[UA_TYPES_INT32]);
attr.description = UA_LOCALIZEDTEXT("en-US", "the answer");
attr.displayName = UA_LOCALIZEDTEXT("en-US","the answer");
attr.dataType = UA_TYPES[UA_TYPES_INT32].typeld;
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;

/% Add the variable node to the information model */
UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1, "the.answer");
UA_QualifiedName myIntegerName = UA_QUALIFIEDNAME(1, "the answer");
UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);
UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_Server_addVariableNode(server, myIntegerNodeId, parentNodeld,
parentReferenceNodeId, myIntegerName,
UA_NODEID_NUMERIC(O, UA_NSOID_BASEDATAVARIABLETYPE),.
—,attr, NULL, NULL);
3

static void

addMatrixVariable(UA_Server *server) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en-US", "Double Matrix");
attr.accessLevel UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;

/* Set the variable value constraints */
attr.dataType = UA_TYPES[UA_TYPES_DOUBLE] . typeld;
attr.valueRank = UA_VALUERANK_TWO_DIMENSIONS;
UA_UInt32 arrayDims[2] = {2,2};
attr.arrayDimensions = arrayDims;
attr.arrayDimensionsSize = 2;

/* Set the value. The array dimensions need to be the same for the value. */
UA_Double zero[4] = {0.0, 0.0, 0.0, 0.0};

UA_Variant_setArray(&attr.value, zero, 4, &UA_TYPES[UA_TYPES_DOUBLE]);
attr.value.arrayDimensions = arrayDims;

attr.value.arrayDimensionsSize = 2;

UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1, "double.matrix");

UA_QualifiedName myIntegerName = UA_QUALIFIEDNAME(1, "double matrix");

UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);

UA_Server_addVariableNode(server, myIntegerNodeId, parentNodeld,
parentReferenceNodeId, myIntegerName,
UA_NODEID_NUMERIC(O, UA_NSOID_BASEDATAVARIABLETYPE),
attr, NULL, NULL);

Now we change the value with the write service. This uses the same service implementation that can also be
reached over the network by an OPC UA client.
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static void
writeVariable(UA_Server *server) {
UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1, "the.answer");

/* Write a different integer value */

UA_Int32 myInteger = 43;

UA_Variant myVar;

UA_Variant_init(&myVar) ;

UA_Variant_setScalar(&myVar, &myInteger, &UA_TYPES[UA_TYPES_INT32]);
UA_Server_writeValue(server, myIntegerNodeId, myVar);

/* Set the status code of the value to an error code. The function
* UA_Server_write provides access to the raw service. The above
* UA_Server_writeValue is syntactic sugar for writing a specific node
* attribute with the write service. */

UA_WriteValue wv;

UA_WriteValue_init(&wv);

wv.nodeIld = myIntegerNodeld;

wv.attributeId = UA_ATTRIBUTEID_VALUE;

wv.value.status = UA_STATUSCODE_BADNOTCONNECTED;

wv.value.hasStatus = true;

UA_Server_write(server, &wv);

/* Reset the variable to a good statuscode with a value */
wv.value.hasStatus = false;

wv.value.value = myVar;

wv.value.hasValue = true;

UA_Server_write(server, &wv);

J

Note how we initially set the DataType attribute of the variable node to the Nodeld of the Int32 data type. This
forbids writing values that are not an Int32. The following code shows how this consistency check is performed
for every write.

static void
writeWrongVariable(UA_Server *server) {
UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1, "the.answer");

/* Write a string */

UA_String myString = UA_STRING("test");

UA_Variant myVar;

UA_Variant_init(&myVar) ;

UA_Variant_setScalar(&myVar, &myString, &UA_TYPES[UA_TYPES_STRING]);
UA_StatusCode retval = UA_Server_writeValue(server, myIntegerNodeId, myVar);
printf("Writing a string returned statuscode %s\n", UA_StatusCode_name(retval));

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);

(continues on next page)
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signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault(UA_Server_getConfig(server));
UA_ServerConfig* config = UA_Server_getConfig(server);
config->verifyRequestTimestamp = UA_RULEHANDLING_ACCEPT;

4.4 Connecting a Variable with a Physical Process

In OPC UA-based architectures, servers are typically situated near the source of information. In an industrial
context, this translates into servers being near the physical process and clients consuming the data at runtime. In
the previous tutorial, we saw how to add variables to an OPC UA information model. This tutorial shows how to
connect a variable to runtime information, for example from measurements of a physical process. For simplicity,
we take the system clock as the underlying “process”.

The following code snippets are each concerned with a different way of updating variable values at runtime. Taken
together, the code snippets define a compilable source file.

4.4.1 Updating variables manually

As a starting point, assume that a variable for a value of type DateTime has been created in the server with the
identifier “ns=1,s=current-time”. Assuming that our application gets triggered when a new value arrives from the
underlying process, we can just write into the variable.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config_default.h>

#include <signal.h>
#include <stdlib.h>

static void
updateCurrentTime (UA_Server *server) {

}

UA_DateTime now = UA_DateTime_now();

UA_Variant value;

UA_Variant_setScalar(&value, &now, &UA_TYPES[UA_TYPES_DATETIME]);

UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-value-callback");
UA_Server_writeValue(server, currentNodelId, value);

static void
addCurrentTimeVariable (UA_Server *server) {

UA_DateTime now = 0;

UA_VariableAttributes attr = UA_VariableAttributes_default;

attr.displayName = UA_LOCALIZEDTEXT("en-US", "Current time - value callback");
attr.accesslLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_Variant_setScalar(&attr.value, &now, &UA_TYPES[UA_TYPES_DATETIME]);

UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-value-callback");
UA_QualifiedName currentName = UA_QUALIFIEDNAME(1, "current-time-value-callback");
UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_

—BASEDATAVARTABLETYPE) ;

UA_Server_addVariableNode(server, currentNodeId, parentNodeId,
parentReferenceNodeId, currentName,
(continues on next page)

24

Chapter 4. Tutorials




open62541 Documentation, Release 1.3.15

(continued from previous page)

variableTypeNodeId, attr, NULL, NULL);

updateCurrentTime(server);

4.4.2 Variable Value Callback

When a value changes continuously, such as the system time, updating the value in a tight loop would take up a lot
of resources. Value callbacks allow to synchronize a variable value with an external representation. They attach
callbacks to the variable that are executed before every read and after every write operation.

static void
beforeReadTime (UA_Server *server,
const UA_NodeId *sessionId, void *sessionContext,
const UA_NodeId *nodeid, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {
updateCurrentTime(server) ;

}

static void
afterlWiriteTime (UA_Server *server,
const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *nodelId, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"The variable was updated");

¥

static void

addValueCallbackToCurrentTimeVariable(UA_Server *server) {
UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-value-callback");
UA_ValueCallback callback ;
callback.onRead = beforeReadTime;
callback.onWrite = afterWriteTime;
UA_Server_setVariableNode_valueCallback(server, currentNodeId, callback);

4.4.3 Variable Data Sources

With value callbacks, the value is still stored in the variable node. So-called data sources go one step further. The
server redirects every read and write request to a callback function. Upon reading, the callback provides a copy of
the current value. Internally, the data source needs to implement its own memory management.

static UA_StatusCode
readCurrentTime (UA_Server *server,
const UA_NodelId *sessionId, void *sessionContext,
const UA_NodeId *nodelId, void *nodeContext,
UA_Boolean sourceTimeStamp, const UA_NumericRange *range,
UA_DataValue *dataValue) {
UA_DateTime now = UA_DateTime_now();
UA_Variant_setScalarCopy(&dataValue->value, &now,
QUA_TYPES[UA_TYPES_DATETIME]);
dataValue->hasValue = true;
return UA_STATUSCODE_GOOD;

(continues on next page)
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static UA_StatusCode
writeCurrentTime (UA_Server *server,
const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *nodeld, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Changing the system time is not implemented");
return UA_STATUSCODE_BADINTERNALERROR;
}

static void

addCurrentTimeDataSourceVariable(UA_Server *server) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en-US", "Current time - data source");
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;

UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-datasource");

UA_QualifiedName currentName = UA_QUALIFIEDNAME(1l, "current-time-datasource");

UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);

UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_
--BASEDATAVARTABLETYPE) ;

UA_DataSource timeDataSource;

timeDataSource.read = readCurrentTime;

timeDataSource.write = writeCurrentTime;

UA_Server_addDataSourceVariableNode(server, currentNodeId, parentNodeId,
parentReferenceNodeId, currentName,
variableTypeNodeId, attr,
timeDataSource, NULL, NULL);

}

static UA_DataValue *externalValue;

static void

addCurrentTimeExternalDataSource(UA_Server *server) {
UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-external-source");
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;

valueBackend.backend.external.value = &externalValue;

UA_Server_setVariableNode_valueBackend(server, currentNodeId, valueBackend);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

(continues on next page)
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UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addCurrentTimeVariable(server);
addValueCallbackToCurrentTimeVariable(server);
addCurrentTimeDataSourceVariable(server);
addCurrentTimeExternalDataSource(server);

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.5 Working with Variable Types

Variable types have three functions:

» Constrain the possible data type, value rank and array dimensions of the variables of that type. This allows
interface code to be written against the generic type definition, so it is applicable for all instances.

* Provide a sensible default value
* Enable a semantic interpretation of the variable based on its type

In the example of this tutorial, we represent a point in 2D space by an array of double values. The following
function adds the corresponding VariableTypeNode to the hierarchy of variable types.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config default.h>

#include <signal.h>
#include <stdlib.h>

static UA_Nodeld pointTypeld;

static void
addVariableType2DPoint (UA_Server *server) {
UA_VariableTypeAttributes vtAttr = UA_VariableTypeAttributes_default;
vtAttr.dataType = UA_TYPES[UA_TYPES_DOUBLE].typeId;
vtAttr.valueRank = UA_VALUERANK_ONE_DIMENSION;
UA_UInt32 arrayDims[1] = {2};
vtAttr.arrayDimensions = arrayDims;
vtAttr.arrayDimensionsSize = 1;
vtAttr.displayName = UA_LOCALIZEDTEXT("en-US", "2DPoint Type');

/* a matching default value is required */
UA_Double zero[2] = {0.0, 0.0};
UA_Variant_setArray(&vtAttr.value, zero, 2, &UA_TYPES[UA_TYPES_DOUBLE]);

UA_Server_addVariableTypeNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),
UA_NODEID_NUMERIC(®, UA_NSOID_HASSUBTYPE),
UA_QUALIFIEDNAME(1, "2DPoint Type'), UA_NODEID_NULL,

(continues on next page)
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vtAttr, NULL, &pointTypeld);

Now the new variable type for 2DPoint can be referenced during the creation of a new variable. If no value is
given, the default from the variable type is copied during instantiation.

static UA_Nodeld pointVariableld;

static void
addVariable (UA_Server *server) {
/* Prepare the node attributes */
UA_VariableAttributes vAttr = UA_VariableAttributes_default;
vAttr.dataType = UA_TYPES[UA_TYPES_DOUBLE].typeld;
vAttr.valueRank = UA_VALUERANK_ONE_DIMENSION;
UA_UInt32 arrayDims[1] = {2};
VAttr.arrayDimensions = arrayDims;
VAttr.arrayDimensionsSize = 1;
vAttr.displayName = UA_LOCALIZEDTEXT("en-US", "2DPoint Variable");
VAttr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
/% VAttr.value is left empty, the server instantiates with the default value */

/* Add the node */

UA_Server_addVariableNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "2DPoint Type"), pointTypeId,
vAttr, NULL, &pointVariableId);

J

The constraints of the variable type are enforced when creating new variable instances of the type. In the following
function, adding a variable of 2DPoint type with a string value fails because the value does not match the variable
type constraints.

static void
addVariableFail (UA_Server *server) {
/* Prepare the node attributes */
UA_VariableAttributes vAttr = UA_VariableAttributes_default;
vAttr.dataType = UA_TYPES[UA_TYPES_DOUBLE].typeld;
vAttr.valueRank = UA_VALUERANK_SCALAR; /* a scalar. this is not allowed per the,
—variable type */
vAttr.displayName = UA_LOCALIZEDTEXT("en-US", "2DPoint Variable (fail)");
UA_String s = UA_STRING("2dpoint?");
UA_Variant_setScalar(&vAttr.value, &s, QUA_TYPES[UA_TYPES_STRING]);

/* Add the node will return UA_STATUSCODE_BADTYPEMISMATCH*/
UA_Server_addVariableNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "2DPoint Type (fail)"), pointTypeld,
vAttr, NULL, NULL);

The constraints of the variable type are enforced when writing the datatype, valuerank and arraydimensions at-
tributes of the variable. This, in turn, constrains the value attribute of the variable.

static void
writeVariable(UA_Server *server) {
(continues on next page)
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UA_StatusCode retval = UA_Server_writeValueRank(server, pointVariableId, UA_
—VALUERANK_ONE_OR_MORE_DIMENSIONS) ;
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting the Value Rank failed with Status Code %s",
UA_StatusCode_name(retval));

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addVariableType2DPoint (server);
addVariable(server);
addVariableFail (server);
writeVariable(server);

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.6 Working with Objects and Object Types

4.6.1 Using objects to structure information models

Assume a situation where we want to model a set of pumps and their runtime state in an OPC UA information
model. Of course, all pump representations should follow the same basic structure, For example, we might have
graphical representation of pumps in a SCADA visualisation that shall be resuable for all pumps.

Following the object-oriented programming paradigm, every pump is represented by an object with the following
layout:
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The following code manually defines a pump and its member variables. We omit setting constraints on the variable
values as this is not the focus of this tutorial and was already covered.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config_default.h>

#include <signal.h>

static void
manuallyDefinePump (UA_Server *server) {
UA_NodeId pumpId; /* get the nodeid assigned by the server */
UA_ObjectAttributes oAttr = UA_ObjectAttributes_default;
oAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Pump (Manual)");
UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME(1, "Pump (Manual)"), UA_NODEID_NUMERIC(O,
—» UA_NSOID_BASEOBJECTTYPE),
OAttr, NULL, &pumpId);

UA_VariableAttributes mnAttr = UA_VariableAttributes_default;
UA_String manufacturerName = UA_STRING("Pump King Ltd.");

(continues on next page)
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UA_Variant_setScalar(&mAttr.value, &manufacturerName, &UA_TYPES[UA_TYPES_
—STRING]) ;
mnAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ManufacturerName");
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ManufacturerName"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),.
—mnAttr, NULL, NULL);

UA_VariableAttributes modelAttr = UA_VariableAttributes_default;
UA_String modelName = UA_STRING("Mega Pump 3000");
UA_Variant_setScalar(&modelAttr.value, &modelName, &UA_TYPES[UA_TYPES_STRING]);
modelAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ModelName");
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ModelName"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
—modelAttr, NULL, NULL);

UA_VariableAttributes statusAttr = UA_VariableAttributes_default;
UA_Boolean status = true;
UA_Variant_setScalar(&statusAttr.value, &status, &UA_TYPES[UA_TYPES_BOOLEAN]);
statusAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Status');
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpIld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Status"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
—statusAttr, NULL, NULL);

UA_VariableAttributes rpmAttr = UA_VariableAttributes_default;
UA_Double rpm = 50.0;
UA_Variant_setScalar(&rpmAttr.value, &rpm, &UA_TYPES[UA_TYPES_DOUBLE]);
rpmAttr.displayName = UA_LOCALIZEDTEXT("en-US", "MotorRPM");
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "MotorRPMs"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), ..
—rpmAttr, NULL, NULL);
}

4.6.2 Object types, type hierarchies and instantiation

Building up each object manually requires us to write a lot of code. Furthermore, there is no way for clients to
detect that an object represents a pump. (We might use naming conventions or similar to detect pumps. But that’s
not exactly a clean solution.) Furthermore, we might have more devices than just pumps. And we require all
devices to share some common structure. The solution is to define ObjectTypes in a hierarchy with inheritance
relations.
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Children that are marked mandatory are automatically instantiated together with the parent object. This is indicated
by a hasModellingRule reference to an object that representes the mandatory modelling rule.

/% predefined identifier for later use */
UA_NodeId pumpTypeld = {1, UA_NODEIDTYPE_NUMERIC, {1001}};

static void
defineObjectTypes(UA_Server *server) {
/* Define the object type for "Device" */
UA_NodeId deviceTypeld; /* get the nodeid assigned by the server */
UA_ObjectTypeAttributes dtAttr = UA_ObjectTypeAttributes_default;
dtAttr.displayName = UA_LOCALIZEDTEXT("en-US", "DeviceType");
UA_Server_addObjectTypeNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_BASEOBJECTTYPE),
UA_NODEID_NUMERIC(®, UA_NSOID_HASSUBTYPE),
UA_QUALIFIEDNAME(1, "DeviceType"), dtAttr,
NULL, &deviceTypeld);

UA_VariableAttributes mnAttr = UA_VariableAttributes_default;

mnAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ManufacturerName");

UA_NodeId manufacturerNameId;

UA_Server_addVariableNode(server, UA_NODEID_NULL, deviceTypeld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ManufacturerName'),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),.

(continues on next page)
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—mnAttr, NULL, &manufacturerNameId);
/* Make the manufacturer name mandatory */
UA_Server_addReference(server, manufacturerNameId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASMODELLINGRULE),
UA_EXPANDEDNODEID_NUMERIC(®, UA_NSOID_MODELLINGRULE_
--MANDATORY), true);

UA_VariableAttributes modelAttr = UA_VariableAttributes_default;
modelAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ModelName");
UA_Server_addVariableNode(server, UA_NODEID_NULL, deviceTypeld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ModelName"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
—.modelAttr, NULL, NULL);

/* Define the object type for "Pump" */
UA_ObjectTypeAttributes ptAttr = UA_ObjectTypeAttributes_default;
ptAttr.displayName = UA_LOCALIZEDTEXT("en-US", "PumpType");
UA_Server_addObjectTypeNode(server, pumpTypeld,
deviceTypeld, UA_NODEID_NUMERIC(®, UA_NSOID_
. HASSUBTYPE) ,
UA_QUALIFIEDNAME(1, "PumpType"), ptAttr,
NULL, NULL);

UA_VariableAttributes statusAttr = UA_VariableAttributes_default;
statusAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Status');
statusAttr.valueRank = UA_VALUERANK_SCALAR;
UA_NodeId statusId;
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpTypeId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(C1, "Status"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
—statusAttr, NULL, &statusId);
/* Make the status variable mandatory */
UA_Server_addReference(server, statusId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASMODELLINGRULE),
UA_EXPANDEDNODEID_NUMERIC(O®, UA_NSOID_MODELLINGRULE_
--MANDATORY), true);

UA_VariableAttributes rpmAttr = UA_VariableAttributes_default;
rpmAttr.displayName = UA_LOCALIZEDTEXT("en-US", "MotorRPM");
rpmAttr.valueRank = UA_VALUERANK_SCALAR;
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpTypeld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "MotorRPMs"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
—rpmAttr, NULL, NULL);
}

Now we add the derived ObjectType for the pump that inherits from the device object type. The resulting object
contains all mandatory child variables. These are simply copied over from the object type. The object has a
reference of type hasTypeDefinition to the object type, so that clients can detect the type-instance relation at
runtime.

[static void
(continues on next page)
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addPumpObjectInstance (UA_Server *server, char *name) {
UA_ObjectAttributes oAttr = UA_ObjectAttributes_default;
oAttr.displayName = UA_LOCALIZEDTEXT("en-US", name);
UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME(1, name),
pumpTypeld, /* this refers to the object type
identifier */
oAttr, NULL, NULL);

Often we want to run a constructor function on a new object. This is especially useful when an object is instantiated
at runtime (with the AddNodes service) and the integration with an underlying process cannot be manually defined.
In the following constructor example, we simply set the pump status to on.

static UA_StatusCode
pumpTypeConstructor (UA_Server *server,
const UA_NodelId *sessionld, void *sessionContext,
const UA_NodeId *typeld, void *typeContext,
const UA_NodeId *nodelId, void **nodeContext) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "New pump created");

/* Find the NodeId of the status child variable */
UA_RelativePathElement rpe;

UA_RelativePathElement_init (&rpe);

rpe.referenceTypeld = UA_NODEID_NUMERIC(O, UA_NS®ID_HASCOMPONENT);
rpe.isInverse = false;

rpe.includeSubtypes = false;

rpe.targetName = UA_QUALIFIEDNAME(1, "Status");

UA_BrowsePath bp;
UA_BrowsePath_init(&bp);
bp.startingNode = *nodeld;
bp.relativePath.elementsSize = 1;
bp.relativePath.elements = &rpe;

UA_BrowsePathResult bpr =
UA_Server_translateBrowsePathToNodeIds(server, &bp);
if(bpr.statusCode != UA_STATUSCODE_GOOD | |
bpr.targetsSize < 1)
return bpr.statusCode;

/* Set the status value */

UA_Boolean status = true;

UA_Variant value;

UA_Variant_setScalar(&value, &status, &UA_TYPES[UA_TYPES_BOOLEAN]);
UA_Server_writeValue(server, bpr.targets[0].targetId.nodeId, value);
UA_BrowsePathResult_clear(&bpr);

/* At this point we could replace the node context .. */

return UA_STATUSCODE_GOOD;
}

static void
(continues on next page)
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addPumpTypeConstructor (UA_Server *server) {
UA_NodeTypeLifecycle lifecycle;
lifecycle.constructor = pumpTypeConstructor;
lifecycle.destructor = NULL;
UA_Server_setNodeTypeLifecycle(server, pumpTypeld, lifecycle);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

manuallyDefinePump (server) ;
defineObjectTypes(server);
addPumpObjectInstance(server, "pump2");
addPumpObjectInstance(server, "pump3");
addPumpTypeConstructor(server) ;
addPumpObjectInstance(server, "pump4");
addPumpObjectInstance(server, "pump5");

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.7 Adding Methods to Objects

An object in an OPC UA information model may contain methods similar to objects in a programming language.
Methods are represented by a MethodNode. Note that several objects may reference the same MethodNode. When
an object type is instantiated, a reference to the method is added instead of copying the MethodNode. Therefore,
the identifier of the context object is always explicitly stated when a method is called.

The method callback takes as input a custom data pointer attached to the method node, the identifier of the object
from which the method is called, and two arrays for the input and output arguments. The input and output arguments
are all of type Variant. Each variant may in turn contain a (multi-dimensional) array or scalar of any data type.

Constraints for the method arguments are defined in terms of data type, value rank and array dimension (similar
to variable definitions). The argument definitions are stored in child VariableNodes of the MethodNode with the
respective BrowseNames (0, "InputArguments™) and (0, "OutputArguments™).

4.7.1 Example: Hello World Method

The method takes a string scalar and returns a string scalar with “Hello ” prepended. The type and length of the
input arguments is checked internally by the SDK, so that we don’t have to verify the arguments in the callback.
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#include <open62541/client_config_default.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>

#include <open62541/server_config default.h>

#include <signal.h>
#include <stdlib.h>

static UA_StatusCode
helloWorldMethodCallback(UA_Server *server,
const UA_NodeId *sessionId, void *sessionHandle,
const UA_NodeId *methodId, void *methodContext,
const UA_NodeId *objectId, void *objectContext,
size_t inputSize, const UA_Variant *input,
size_t outputSize, UA_Variant *output) {
UA_String *inputStr = (UA_String*)input->data;
UA_String tmp = UA_STRING_ALLOC("Hello ");
if(inputStr->length > 0) {
tmp.data = (UA_Byte *)UA_realloc(tmp.data, tmp.length + inputStr->length);
memcpy (&tmp.data[tmp.length], inputStr->data, inputStr->length);
tmp.length += inputStr->length;
}
UA_Variant_setScalarCopy(output, &tmp, &UA_TYPES[UA_TYPES_STRING]);
UA_String_clear (&tmp) ;
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "Hello World was called");
return UA_STATUSCODE_GOOD;
}

static void

addHelloWorldMethod(UA_Server *server) {
UA_Argument inputArgument;
UA_Argument_init(&inputArgument) ;
inputArgument.description = UA_LOCALIZEDTEXT("en-US", "A String");
inputArgument.name = UA_STRING('MyInput");
inputArgument .dataType = UA_TYPES[UA_TYPES_STRING].typeld;
inputArgument.valueRank = UA_VALUERANK_SCALAR;

UA_Argument outputArgument;

UA_Argument_init(&outputArgument) ;

outputArgument .description = UA_LOCALIZEDTEXT("en-US", "A String");
outputArgument .name = UA_STRING("MyOutput");
outputArgument.dataType = UA_TYPES[UA_TYPES_STRING].typeld;
outputArgument.valueRank = UA_VALUERANK_SCALAR;

UA_MethodAttributes helloAttr = UA_MethodAttributes_default;
helloAttr.description = UA_LOCALIZEDTEXT("en-US","Say "Hello World ");
helloAttr.displayName = UA_LOCALIZEDTEXT("en-US","Hello World");
helloAttr.executable = true;
helloAttr.userExecutable = true;
UA_Server_addMethodNode(server, UA_NODEID_NUMERIC(1,62541),
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(C1, "hello world"),
helloAttr, &helloWorldMethodCallback,
1, &inputArgument, 1, &outputArgument, NULL, NULL);
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4.7.2 Increase Array Values Method

The method takes an array of 5 integers and a scalar as input. It returns a copy of the array with every entry
increased by the scalar.

static UA_StatusCode
IncInt32ArrayMethodCallback (UA_Server *server,

}

const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *methodId, void *methodContext,
const UA_NodeId *“objectId, void *objectContext,
size_t inputSize, const UA_Variant *input,
size_t outputSize, UA_Variant *output) {
UA_Int32 *inputArray = (UA_Int32*)input[0].data;
UA_Int32 delta = *(UA_Int32*)input[1].data;

/* Copy the input array */
UA_StatusCode retval = UA_Variant_setArrayCopy(output, inputArray, 5,
QUA_TYPES[UA_TYPES_INT32]);
if(retval != UA_STATUSCODE_GOOD)
return retval;

/% Increate the elements */

UA_Int32 *outputArray = (UA_Int32*)output->data;

for(size_t i = 0; i < input->arrayLength; i++)
outputArray[i] = inputArray[i] + delta;

return UA_STATUSCODE_GOOD;

static void
addIncInt32ArrayMethod (UA_Server *server) {

/* Two input arguments */

UA_Argument inputArguments[2];

UA_Argument_init(&inputArguments[0]);

inputArguments[0] .description = UA_LOCALIZEDTEXT("en-US", "int32[5] array");
inputArguments[0] .name = UA_STRING("int32 array");

inputArguments[0] .dataType = UA_TYPES[UA_TYPES_INT32].typeld;
inputArguments[0].valueRank = UA_VALUERANK_ONE_DIMENSION;

UA_UInt32 pInputDimension = 5;

inputArguments[0] .arrayDimensionsSize = 1;

inputArguments[0] .arrayDimensions = &pInputDimension;

UA_Argument_init (&inputArguments[1]);

inputArguments[1].description = UA_LOCALIZEDTEXT("en-US", "int32 delta");
inputArguments[1] .name = UA_STRING("int32 delta");
inputArguments[1].dataType = UA_TYPES[UA_TYPES_INT32].typeld;
inputArguments[1].valueRank = UA_VALUERANK_SCALAR;

/* One output argument */
UA_Argument outputArgument;
UA_Argument_init(&outputArgument) ;
outputArgument.description = UA_LOCALIZEDTEXT("en-US", "int32[5] array");
outputArgument .name = UA_STRING("each entry is incremented by the delta");
outputArgument .dataType = UA_TYPES[UA_TYPES_INT32].typeld;
outputArgument .valueRank = UA_VALUERANK_ONE_DIMENSION;
UA_UInt32 pOutputDimension = 5;
outputArgument.arrayDimensionsSize = 1;
outputArgument.arrayDimensions = &pOutputDimension;
(continues on next page)
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/* Add the method node */
UA_MethodAttributes incAttr = UA_MethodAttributes_default;
incAttr.description = UA_LOCALIZEDTEXT("en-US", "IncInt32ArrayValues');
incAttr.displayName = UA_LOCALIZEDTEXT("en-US", "IncInt32ArrayValues");
incAttr.executable = true;
incAttr.userExecutable = true;
UA_Server_addMethodNode(server, UA_NODEID_STRING(1, "IncInt32ArrayValues"),
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "IncInt32ArrayValues"),
incAttr, &IncInt32ArrayMethodCallback,
2, inputArguments, 1, &outputArgument,
NULL, NULL);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addHelloWorldMethod(server);
addIncInt32ArrayMethod(server);

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.8 Observing Attributes with Local Monitoredltems

A client that is interested in the current value of a variable does not need to regularly poll the variable. Instead, the
client can use the Subscription mechanism to be notified about changes.

So-called MonitoredItems define which values (node attributes) and events the client wants to monitor. Under the
right conditions, a notification is created and added to the Subscription. The notifications currently in the queue
are regularly sent to the client.

The local user can add MonitoredItems as well. Locally, the MonitoredItems do not go via a Subscription and each
have an individual callback method and a context pointer.

#include <open62541/client_subscriptions.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>

#include <open62541/server_config default.h>

(continues on next page)
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#include <signal.h>
#include <stdlib.h>

static void
dataChangeNotificationCallback(UA_Server *server, UA_UInt32 monitoredItemld,
void *monitoredItemContext, const UA_NodeId *nodeld,
void *nodeContext, UA_UInt32 attributeld,
const UA_DataValue *value) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "Received Notification");
}

static void
addMonitoredItemToCurrentTimeVariable(UA_Server *server) {
UA_NodeId currentTimeNodeId =
UA_NODEID_NUMERIC(®, UA_NSOID_SERVER_SERVERSTATUS_CURRENTTIME) ;
UA_MonitoredItemCreateRequest monRequest =
UA_MonitoredItemCreateRequest_default(currentTimeNodeId) ;
monRequest.requestedParameters.samplingInterval = 100.0; /* 100 ms interval */
UA_Server_createDataChangeMonitoredItem(server, UA_TIMESTAMPSTORETURN_SOURCE,
monRequest, NULL,.
—.dataChangeNotificationCallback);
}

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addMonitoredItemToCurrentTimeVariable(server);

UA_StatusCode retval = UA_Server_run(server, &running);
UA_Server_delete(server);

return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.9 Generating events

To make sense of the many things going on in a server, monitoring items can be useful. Though in many cases,
data change does not convey enough information to be the optimal solution. Events can be generated at any time,
hold a lot of information and can be filtered so the client only receives the specific attributes of interest.
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4.9.1 Emitting events by calling methods

The following example will be based on the server method tutorial. We will be creating a method node which
generates an event from the server node.

The event we want to generate should be very simple. Since the BaseEventType is abstract, we will have to create
our own event type. EventTypes are saved internally as ObjectTypes, so add the type as you would a new ObjectType.

static UA_Nodeld eventType;

static UA_StatusCode
addNewEventType (UA_Server *server) {
UA_ObjectTypeAttributes attr = UA_ObjectTypeAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en-US", "SimpleEventType");
attr.description = UA_LOCALIZEDTEXT("en-US", "The simple event type we created");
return UA_Server_addObjectTypeNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_BASEEVENTTYPE),
UA_NODEID_NUMERIC(O, UA_NSOID_HASSUBTYPE),
UA_QUALIFIEDNAME (0, "SimpleEventType'),
attr, NULL, &eventType);

4.9.2 Setting up an event

In order to set up the event, we can first use UA_Server_createEvent to give us a node representation of the event.
All we need for this is our EventType. Once we have our event node, which is saved internally as an ObjectNode,
we can define the attributes the event has the same way we would define the attributes of an object node. It is not
necessary to define the attributes Eventld, ReceiveTime, SourceNode or EventType since these are set automatically
by the server. In this example, we will be setting the fields ‘Message’ and ‘Severity’ in addition to Time which is
needed to make the example UaExpert compliant.

static UA_StatusCode
setUpEvent (UA_Server *server, UA_NodeId *outId) {
UA_StatusCode retval = UA_Server_createEvent(server, eventType, outld);
if (retval != UA_STATUSCODE_GOOD) {
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"createEvent failed. StatusCode %s'", UA_StatusCode_
—name(retval));
return retval;

}

/% Set the Event Attributes */

/* Setting the Time is required or else the event will not show up in UAExpert! */

UA_DateTime eventTime = UA_DateTime_now();

UA_Server_writeObjectProperty_scalar(server, *“outlId, UA_QUALIFIEDNAME(®, "Time"),
&eventTime, &UA_TYPES[UA_TYPES_DATETIME]);

UA_UIntl6 eventSeverity = 100;
UA_Server_writeObjectProperty_scalar(server, *outId, UA_QUALIFIEDNAME(O, "Severity
="),
&eventSeverity, &QUA_TYPES[UA_TYPES_UINT16]);

UA_LocalizedText eventMessage = UA_LOCALIZEDTEXT("en-US", "An event has been.,
—.generated.");
UA_Server_writeObjectProperty_scalar(server, *outId, UA_QUALIFIEDNAME(O®, "Message
="),
&eventMessage, &UA_TYPES[UA_TYPES_
—.LOCALIZEDTEXT]) ;

(continues on next page)

40 Chapter 4. Tutorials




open62541 Documentation, Release 1.3.15

(continued from previous page)

UA_String eventSourceName = UA_STRING('Server");
UA_Server_writeObjectProperty_scalar(server, *“outld, UA_QUALIFIEDNAME(O,

—"SourceName"),
&eventSourceName, &UA_TYPES[UA_TYPES_

—STRING]) ;

return UA_STATUSCODE_GOOD;

4.9.3 Triggering an event

First a node representing an event is generated using setUpEvent. Once our event is good to go, we specify a
node which emits the event - in this case the server node. We can use UA_Server_triggerEvent to trigger our
event onto said node. Passing NULL as the second-last argument means we will not receive the Eventld. The last
boolean argument states whether the node should be deleted.

static UA_StatusCode

generateEventMethodCallback(UA_Server *server,
const UA_NodeId *sessionld, void *sessionHandle,
const UA_NodeId *methodId, void *methodContext,
const UA_NodeId *“objectId, void *“objectContext,
size_t inputSize, const UA_Variant *input,
size_t outputSize, UA_Variant *output) {

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "Creating event");

/* set up event */
UA_NodeId eventNodeld;
UA_StatusCode retval = setUpEvent(server, &eventNodeId);
if(retval !'= UA_STATUSCODE_GOOD) {

UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,

"Creating event failed. StatusCode %s", UA_StatusCode_
—name(retval));
return retval;

}

retval = UA_Server_triggerEvent(server, eventNodeld,
UA_NODEID_NUMERIC(®, UA_NSOID_SERVER),
NULL, UA_TRUE);
if(retval != UA_STATUSCODE_GOOD)
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Triggering event failed. StatusCode %s", UA_StatusCode_

—name(retval));

return retval;

J

Now, all that is left to do is to create a method node which uses our callback. We do not require any input and
as output we will be using the Eventld we receive from triggerEvent. The Eventld is generated by the server
internally and is a random unique ID which identifies that specific event.

This method node will be added to a basic server setup.

static void
addGenerateEventMethod (UA_Server *server) {
UA_MethodAttributes generateAttr = UA_MethodAttributes_default;
(continues on next page)
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generateAttr.description = UA_LOCALIZEDTEXT("en-US","Generate an event.");

generateAttr.displayName = UA_LOCALIZEDTEXT("en-US","Generate Event");

generateAttr.executable = true;

generateAttr.userExecutable = true;

UA_Server_addMethodNode (server, UA_NODEID_NUMERIC(1, 62541),
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Generate Event"),
generateAttr, &generateEventMethodCallback,
0, NULL, ®, NULL, NULL, NULL);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;
static void stopHandler(int sig) {
running = false;

}

int main (void) {
/* default server values */
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addNewEventType(server) ;
addGenerateEventMethod(server) ;

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.10 Using Alarms and Conditions Server

Besides the usage of monitored items and events to observe the changes in the server, it is also important to make
use of the Alarms and Conditions Server Model. Alarms are events which are triggered automatically by the server
dependent on internal server logic or user specific logic when the states of server components change. The state of
a component is represented through a condition. So the values of all the condition children (Fields) are the actual
state of the component.

4.10.1 Trigger Alarm events by changing States

The following example will be based on the server events tutorial. Please make sure to understand the principle of
normal events before proceeding with this example!

static UA_NodelId conditionSource;
static UA_Nodeld conditionInstance_1;
static UA_Nodeld conditionInstance_2;

static UA_StatusCode
addConditionSourceObject (UA_Server *server) {
UA_ObjectAttributes object_attr = UA_ObjectAttributes_default;

(continues on next page)
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object_attr.eventNotifier = 1;

object_attr.displayName = UA_LOCALIZEDTEXT("en", "ConditionSourceObject");

UA_StatusCode retval = UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME (0, "ConditionSourceObject"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEOBJECTTYPE),
object_attr, NULL, &conditionSource);

if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Creating Condition Source failed. StatusCode %s",
UA_StatusCode_name(retval));

/% ConditionSource should be EventNotifier of another Object (usually the
* Server Object). If this Reference is not created by user then the A&C
* Server will create "HasEventSource" reference to the Server Object
* automatically when the condition is created*/
retval = UA_Server_addReference(server, UA_NODEID_NUMERIC(O, UA_NSOID_SERVER),
UA_NODEID_NUMERIC(®, UA_NSOID_HASNOTIFIER),
UA_EXPANDEDNODEID_NUMERIC (conditionSource.
—»namespaceIndex,
conditionSource.
—identifier.numeric),
UA_TRUE) ;

return retval;

J

Create a condition instance from OffNormalAlarmType. The condition source is the Object created in addCondi-
tionSourceObject(). The condition will be exposed in Address Space through the HasComponent reference to the
condition source.

static UA_StatusCode
addCondition_1(UA_Server *server) {
UA_StatusCode retval = addConditionSourceObject(server);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"creating Condition Source failed. StatusCode %s",
UA_StatusCode_name(retval));

}

retval = UA_Server_createCondition(server,
UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_

—OFFNORMALALARMTYPE) ,
UA_QUALIFIEDNAME(O, "Condition 1"),.

—conditionSource,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),

&conditionInstance_1);

return retval;

J

Create a condition instance from OffNormalAlarmType. The condition source is the server Object. The condition

4.10. Using Alarms and Conditions Server 43



open62541 Documentation, Release 1.3.15

won’t be exposed in Address Space.

static UA_StatusCode
addCondition_2 (UA_Server *server) {
UA_StatusCode retval =
UA_Server_createCondition(server, UA_NODEID_NULL,

UA_NODEID_NUMERIC(®, UA_NSOID_OFFNORMALALARMTYPE),
UA_QUALIFIEDNAME(®, "Condition 2"),
UA_NODEID_NUMERIC(®, UA_NSOID_SERVER),
UA_NODEID_NULL, &conditionInstance_2);

return retval;

¥

static void

addVariable_1_triggerAlarmOfCondition_1(UA_Server *server, UA_NodeId* outNodeId) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en", "Activate Condition 1");
attr.accesslLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_Boolean tboolValue = UA_FALSE;
UA_Variant_setScalar(&attr.value, &tboolValue, &UA_TYPES[UA_TYPES_BOOLEAN]);

UA_QualifiedName CallbackTestVariableName = UA_QUALIFIEDNAME(®, "Activate.
—Condition 1");
UA_NodeId parentNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER);
UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_
--BASEDATAVARTABLETYPE) ;
UA_Server_addVariableNode(server, UA_NODEID_NULL, parentNodeId,
parentReferenceNodeId, CallbackTestVariableName,
variableTypeNodeId, attr, NULL, outNodeId);

}

static void
addVariable_2_changeSeverityOfCondition_2(UA_Server *server,
UA_NodeId* outNodelId) {

UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en", "Change Severity Condition 2");
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_UIntl6 severityValue = 0;
UA_Variant_setScalar(&attr.value, &severityValue, &UA_TYPES[UA_TYPES_UINT16]);

UA_QualifiedName CallbackTestVariableName =
UA_QUALIFIEDNAME(®, "Change Severity Condition 2");

UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);

UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_

. BASEDATAVARTABLETYPE) ;

UA_Server_addVariableNode(server, UA_NODEID_NULL, parentNodeId,
parentReferenceNodeId, CallbackTestVariableName,
variableTypeNodeId, attr, NULL, outNodeId);

}

static void
addVariable_3_returnCondition_1_toNormalState(UA_Server *server,
UA_NodeId* outNodeId) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en", "Return to Normal Condition 1");

(continues on next page)
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attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_Boolean rtn = 0;
UA_Variant_setScalar(&attr.value, &rtn, &QUA_TYPES[UA_TYPES_BOOLEAN]);

UA_QualifiedName CallbackTestVariableName =
UA_QUALIFIEDNAME(®, "Return to Normal Condition 1");

UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);

UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_

. BASEDATAVARTIABLETYPE) ;

UA_Server_addVariableNode(server, UA_NODEID_NULL, parentNodeId,
parentReferenceNodeId, CallbackTestVariableName,
variableTypeNodeId, attr, NULL, outNodeId);

}

static void
afterWriteCallbackVariable_1(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeId,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data) {
UA_QualifiedName activeStateField = UA_QUALIFIEDNAME(O,"ActiveState");
UA_QualifiedName activeStateIdField = UA_QUALIFIEDNAME(O,"Id");
UA_Variant value;

UA_StatusCode retval =
UA_Server_writeObjectProperty_scalar(server, conditionInstance_1,
UA_QUALIFIEDNAME(O®, "Time"),
&data->sourceTimestamp,
QUA_TYPES[UA_TYPES_DATETIME]);

if(*(UA_Boolean *)(data->value.data) == true) {

/% By writing "true" in ActiveState/Id, the A&C server will set the

* related fields automatically and then will trigger event

* notification. */
UA_Boolean activeStateId = true;
UA_Variant_setScalar(&value, &activeStateId, &QUA_TYPES[UA_TYPES_BOOLEAN]);
retval |= UA_Server_setConditionVariableFieldProperty(server,..

—~conditionInstance_1,
&value, ..
—activeStateField,
activeStateIdField);
if(retval !'= UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;
}
} else {

/* By writing "false" in ActiveState/Id, the A&C server will set only

* the ActiveState field automatically to the value "Inactive'". The user

* should trigger the event manually by calling

* UA_Server_triggerConditionEvent inside the application or call

* ConditionRefresh method with client to update the event notification. */
UA_Boolean activeStateId = false;
UA_Variant_setScalar(&value, &activeStateId, &UA_TYPES[UA_TYPES_BOOLEAN]);
retval = UA_Server_setConditionVariableFieldProperty(server,.,
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—conditionInstance_1,
&value, activeStateField,
activeStateIdField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

retval = UA_Server_triggerConditionEvent(server, conditionInstance_1,
conditionSource, NULL);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Triggering condition event failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

J

The callback only changes the severity field of the condition 2. The severity field is of ConditionVariableType, so
changes in it triggers an event notification automatically by the server.

static void
afterlWriteCallbackVariable_2(UA_Server *server, const UA_Nodeld *sessionld,
void *sessionContext, const UA_NodeId *nodeId,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data) {
/* Another way to set fields of conditions */
UA_Server_writeObjectProperty_scalar(server, conditionInstance_2,
UA_QUALIFIEDNAME(O®, "Severity"),
(UA_UIntl6 *)data->value.data,
QUA_TYPES[UA_TYPES_UINT16]);

RTN = return to normal.

Retain will be set to false, thus no events will be generated for condition 1 (although EnabledState/=true). To set
Retain to true again, the disable and enable methods should be called respectively.

static void
afterWriteCallbackVariable_3(UA_Server *server,
const UA_NodeId *sessionlId, void *sessionContext,
const UA_NodeId *nodelId, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {

//UA_QualifiedName enabledStateField = UA_QUALIFIEDNAME (0, "EnabledState");
UA_QualifiedName ackedStateField = UA_QUALIFIEDNAME(O, "AckedState");
UA_QualifiedName confirmedStateField = UA_QUALIFIEDNAME(O, "ConfirmedState");
UA_QualifiedName activeStateField = UA_QUALIFIEDNAME(O,"ActiveState");
UA_QualifiedName severityField = UA_QUALIFIEDNAME(O, "Severity");
UA_QualifiedName messageField = UA_QUALIFIEDNAME(O, "Message');
UA_QualifiedName commentField = UA_QUALIFIEDNAME (O, "Comment");
UA_QualifiedName retainField = UA_QUALIFIEDNAME(O,"Retain');
UA_QualifiedName idField = UA_QUALIFIEDNAME(O,"Id");
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UA_StatusCode retval =
UA_Server_writeObjectProperty_scalar(server, conditionInstance_1,

UA_QUALIFIEDNAME(O®, "Time"),
&data->serverTimestamp,
QUA_TYPES[UA_TYPES_DATETIME]);

UA_Variant value;

UA_Boolean idValue = false;

UA_Variant_setScalar(&value, &idValue, &UA_TYPES[UA_TYPES_BOOLEAN]);

retval |= UA_Server_setConditionVariableFieldProperty(server, conditionInstance_1,
&value, activeStateField,
idField);

if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

retval = UA_Server_setConditionVariableFieldProperty(server, conditionInstance_1,
&value, ackedStateField,
idField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting AckedState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

retval = UA_Server_setConditionVariableFieldProperty(server, conditionInstance_1,
&value, confirmedStateField,
idField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ConfirmedState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

UA_UIntl6 severityValue = 100;
UA_Variant_setScalar(&value, &severityValue, &UA_TYPES[UA_TYPES_UINT16]);
retval = UA_Server_setConditionField(server, conditionInstance_1,
&value, severityField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting Severity Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

UA_LocalizedText messageValue =
UA_LOCALIZEDTEXT("en", "Condition returned to normal state");
UA_Variant_setScalar(&value, &messageValue, &UA_TYPES[UA_TYPES_LOCALIZEDTEXT]);
retval = UA_Server_setConditionField(server, conditionInstance_1,
&value, messageField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
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