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5

Facility: Severity:
(1) user
Q) user
Q) user

rmar cess Events. | (1) user
[ Forward Audit F \ e Events. | (1) user

[0 ) N

MHEEHE |

Erub | ; ] |

23 EREn JERGE

kT 5w 7 2@ IR L £ 7 EHREN L CEROMLE 7 Windows 1 X2 b &2 3R L |
Facility & Severity ##% /€ L £7, (Hinemos T. Critical #~ v F &ML 3554
(21X, Critical ZE#R L 7, )

Windows A X2 MNER] :  Facility (FE5I) : Severity(L-L)

24 NTSyslog D& E LB

{1

OFEX, "H@HZ 7Y v 7 LIBRIZ, Tt VYA MU ICEEINE T, HEN
BRI eE, gV BNIEEINR VO TEEL T I,

Application :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Application
Security :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Security
System :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥System

B 25 NTsyslog D7 4 VZRETEH NI LT ALY

AL A2 7 Vw7 LTHEATulZHlLE£7,
[Zy Fr— 2] [EFHY — L] — ] 2RIR L F7,
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L )
= BB FE e -
FEA 0B

2 Mk

;EI

Pr20m 1071 | )

-

SRR

spmmamomas
EEEEE i Ei

3

s 5 m
T34
X

26 V—vRFALT S
6 NTsyslog # FiLE) L7,
PLEDORREIZL Y | #5Ew V3 EDFRMIZ~ » T L7z Windows £ X k% Hinemos
YAV X ICHEELET, HET 10 T EICETINET,

P C.Hinemos ¥ *— ¥ @ syslogng {Z%f L CHAELH EZITWET, Z ORTIL.
Hinemos v *r—¥ v /Ny 7 — (ver. 2.4.0 LIFE) (Z[FEHMH LTV % rpm L D syslog-ng

A VA=V UTESAIIAE T,

letc/syslog-ng/syslog-ng.conf ZLL T D L 5 IZHRE L £7,

options { sync (0);

time_reopen (10);

log_fifo_size (1000);
long_hostnames (off);

use_dns (no); — use_dns (yes);
use_fqdn (no);

create_dirs (no);

keep_hostname (yes);

stats (86400) ;

=N

N
==
oR

27 Hinemos v R —Y ¥ <D syslogng XELE

26. OFEEI—CIY FOXFEI—FRE
O JHRET— 2 NOTF 74V PRETIE., 19 2 LD TX AEXEN B /77 4L
DOXFa— Kk, UTF-8 T¥, UTOFETHRLTF-a— ROEHENMTAET,
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Bl - MS932 D v 77 7 A VDM ZIT 5 5E

1. REZ7ANEELTD
A A b—/LT 4 L7 kY ¥hinemos_agent¥lib¥log_agent¥Agent.properties %
UTOX > IThmELET,

log file.encoding=MS932

X 28 nJiEgrz—xr hOXFEa— NEE

2. BJERERT—V =2 NEHEHTD

2.7. SNMP Service Dt r7 v 7

Windows ECSNMP = —> = F2EMESE L Z LIk, CPU, AEVEDY V—
AEREBGET A ENAEEEL 2D £9, 22Xk Y. Hinemos @ SNMP BEEARMEEE 2 fiF
AT 25 ERAEEIC 722D 97,

PUFCiX Windows OFEHE SNMP =— Y = "oty N7 v 7T FIEEZRLET,

1. [z bre—nxu]-[7a 7S5 A0 E Yk Z2 %8R LET,

r FRINSSL08ETE

LAWLE [BW E

% Lhapiuz Version 150

Windowe: #3 Unities and SDK for UNDi-based Aeplcations LAEd 28000MB
2 agg )
E AR | ) windoms Rescurce it Took 2 T86ME

29 SNMP~=—Y =z by b7 v

2. [Winodws =T R—3 2 bDBINE HIFR] 2R L £,
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Windoms ToB=320F e -F

Wrnlere:

Windows (LR =3 HEBRRAIREIT 82T, E

A ST

(v 220U T
T=3 b
BE=b A uAk=n F =1 20 HE =]
{@UE-H2NE 35 MB
& - HPAROER Q0 MB_,
L— -]
1ReR _':'-H' B39 MT=0 e - TLAR TR LSRR ST - TSN TLS
EWT M R 44 MB
DT AT HE1 5 MB LU S

< B o HelAtl
% 30 Widnows 2 v R—X > hDiEM & YK

[(BRlLE=F V=127 Uy 7L, GERIRZ 2T LET,

EALE=R Y

EILT, )EI]EI?T(15”5%@‘5]/‘?“—2/Fﬁﬁi}ut(f&\ FEiEDFIyd
et Ab—NENSLcEFRLET, Jak—F 2 HIEEN.0S00

BFrel
PydAlL.

wFRm Il Eiﬂﬂ EQ'JJCLI(?‘ES

FIRFETR UL QI T O

1 (o 7L H—di— UV—2 T3 25 MB af
1 i 7o b 41— 00 MB

] < ENGIDESE Tt =40 b
2

B AwbO=h TN AP PR RERR L. S b =0 DL )L D=DAT -DaliE
FAT-VrMEENTLET.

SER T ADMEEDEE 53 MB e
EET A5k 03424 MB —I
e

X 31 Widnows 22 >R —3R 2 DB & Bk 2

(S y hU—2FH 77 ha/LSNMP)x=F=v 7 L, [OKIAZ 2T LET,
[Windows = > AR—x% > b7 ¢ ' — RI TR~ EZH T LET,

A A M—=/LOiEfE T, Windows @ Disk # Z:R I 55E121%, @Y7 Disk & A
AOKIZH# T L ET,

AVARN—INRET LEO"E T2 7Y v LET,

[y Fa— ] EH Y — L] - [ —E X] 28I L, SNMP Service (2350 T
FI7 Vo [TanRT g Z@RLET, XA TrIRERRINEDL, [EX2VT 1]
BT BRI TLEEN,
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(0—3l I/E1—%) SNMP Service O OHTA [2]x]
24 | oot | EiE | Tk v EEWT |t |

W TSI EE SR

BRI TR

REE =T |
public SO

wEE. | e

& FATORA NS SNMP f47s FERRHTIHDC
O ChambA RN SNMP )4y FERGHTIEM

3B, FED. | ARG |

ok | wevbn | mm@ |

X 82 SNMP #—bE 2D 7 /37 ¢

9. ZIfMHFH=I2=7 14T, Hinemos ¥ F*— ¥ Tix ELTD\E)Z\;:?%%
(77 #/V k TlX public). SNMP /37 v F &% 17 H 5 A A MMZ Hinemos ~ F—
X DBRAMERZ, IPT RLAZRELET,

10. Windows 7 7 A 7 7 #—/L CSNMP R — U > 7 (udp 161)2@IEA[RETH D Z L &k
BLET,

28. UYV—RIEREERT 5-DDETE

Hinemos ®» V YV — X B W K ue - M & MM CTI1X. SNMP o
UCD-MIB(1.3.6.1.4.1.2021) % F]H L T, MEeefEs B L CWEd,

L7>L Windows FE#» SNMP —— = > %, UCD-MIB(1.3.6.1.4.1.2021) % ¥ 78—
FrLTWEHA, 2 THinemos T, SNMP =—> = > F2PLET A2 LT, U YV —
AR OBSZER L THET,

SNMP =—¥ = o b ZLRT DO OREIX, ==Y =2 h A YA b =TT T T E
9, Hinemos =—Y = b2 A LA —1HF, SNMP =—2 = " DAhaty N T v
TIOR8, FHTLYA N ORELTILENRSHY £F., (ZO5E L SNMP
Service A4 VA F—/L L THBIMLERHY £7,)

SNMP = — ¥ = > b OJRERE FIEIZ TRo@E v TJ,
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1. SNMP Service Z{LIET B 72O DR E
JERET 5720 DLL 2 LY A VI LET, (Tt EHIX Ver. 3.0.0 DHA)

& — {HKEY_LOCAL_MACHINE} — {SOFTWARE} — {HinemosAgent} —
{SNMPExtAgent}
487 Pathname
FHXR REG_SZ
7 —% C'¥Program Files¥Hinemos¥Agent3.0.0¥1ib¥
HinemosSNMPExtAgent.dll

33 SNMP =— V=¥ MEROTHDO L IR M I RE 1

ERETEEGE LIV YA MY F—%, SNMP Service #HiiET A= —T = b & LTHE
#k L E£9, SNMP Service /X, Tit® ExtensionAgents UL FIZHEiE=—T =2 b
(DLL) ##E7T5Z& T, SEIEFARMIBIZHIGT DI ENTEET,

X — {HKEY_LOCAL_MACHINE}—{SYSTEM}— {CurrentControlSet}—
{Services}—{SNMP}—{Parameters}—{ExtensionAgents}

44 Hij Hinemos_agent

FHIH REG_SZ

7 —% SOFTWARE¥HinemosAgent¥SNMPExtAgent

34 SNMP =— V= ¥ MEROZHDO L PR b U RRE 2

2. $LE DLL OF &
34 SNMP=— = o MEEDOEODO LY A U HE 1 THRE LSS IEEM
ODLLZRE L TL7Z &0,

3. SNMP Service O F )
[Zy Fr— R [EH Y — V][ — B A] &38R L, SNMP Service % F L)

LTLZEN,
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29. TNARBRETOYY—REREZERTH-ODDHRTE

Hinemos Tl&, T4 A7 « X T —27IZOWT, T /5 ZAHEN OVEREE %2 B - B
THZENTEET, T ARMOMRBMEZ TGS 2720121Z, VAT FUIFRIC, —
ROTNA ZNEHRE B L TBBERZHVET, 22T T4 A7 - Ry NT—I1F
WA BEART 27O E R FNIZ OV TR L £ 7,

® T AU IEROBEITIE

Windows / — FDT 4 A7 fFMEEH T 27201213, T 4 A7 OfFHE Y R
CRVIZERETHIMNENDY ET, ZHUT XY, BT ¢ A7 BN CHEREME & B
THZENTEET, TR EIITLT, W7 4 A7 OfF#MA Y AT b U IR
LTL7EEN,

1. T34 A2 INDEX
A RTIATOEEE1E LT, UBET L7 7y NOIERE THINE LT-{Ex AN
LTLFEEY, (CRIATDOHEE3. D RIATDHEE4L0ET,)

2. TNA R4
RIA4 T XFEANLTLEEN, EEOLAHIZRET D Z ENAHETT,)

3. T A AR
“disk”E AJJLTF &y,

® NIC {EH OGS 1k
a—Ww==aT )V 1441, 7 — FIEROIERR  NIC {FHOBEHIE] 22R LT
TEW,

% Windows 2000 Advanced Server D7 4 A7 1M AR T 555
Hinemos Ti&, Windows /— RDT 4 A7 FHE, N7+ —~< ZAE=F Dinl
THAAIFT V27 FXVEELTWET, Windows 2000 Tid, 7 4 27 47
Vs MCMT DERBIHIT 74V N TEHT7 Lo TS, Fiia~vy R&3E
ITLTAUVICER L TR MLERDY £7,
(2% : http‘//support.microsoft.com/kb/253251/ja)
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# diskperf -YV
35 WMBETARIAT V7 bt it Bavr R

2.10. SQL BERDT=HDEEE

Hinemos TER 21T 5 72121X. UV E— + 7225 RDBMS IZ#5i TE AL E R H D F9,
PLF T, Windows ETREIZA A b —/L & T 5 PostgreSQL (235 T, SQL AR
ZRREICT A B A2 R LET,

A7#2E : Windows Server 2003 (Z postgreSQL 8.1.3 731 > A h—&NTWH & LET,

1. [Fm 277 A]l—[postgreSQL 8.1]1—[##ik 7 7 A /L] —[postgresql.conf D] % B4R L
i‘j—o

W paAdmin T - e F WS L78
LD D A
o _NRLSELRE
3 | [FTO0 E
what IP addressies) to ksten on;
octd
1400, i snconds
™ kab_serves_kervile
I kb_srmame postgres
I pasword_prcryphion on
s off
I check_function_bodies. o
I defaut_tabispace
I™ defaut_trarsaction_isclation read committed
™ default_tarsaction_resd_... off
fusor bkt schorna names
] 05 dissblad, in milsaconds
off
f_asci ctuaby, defaults to databae
1% may 3 =1
| il
v cond y

36 PostgreSQL DREF A T s

2. [listen_addresses] Z 4R L[F[HE]F = » 7 % AL, “localhost” % 7* |2 E & #i 2 . [OK]
7 Uv 7 LET,

-28
Copyright (c) 2006 - 2008 NTT DATA Corporation All rights reserved



Hinemos Ver.3.0 =— < = > k for Windows
vy VT THAR

7.

B listen_addresses” iR E

aTHE I
& |*
J#b |what IP address(es) to listen on;

listen_addresses

H71): Connections and Authentication f Connection Settings
JT% A b Postmaster - H— i —FRiE%E T b

Sets the host name or IP addressies) to listen to,

AT ot |

37 PostgreSQL DHREF AT 0T 2

[7 7 A V=R IR L, M= T ¢ ¥ 2L £ 9,
[7 11 7" F L]—[postgreSQL 8.11— [k 7 7 - /L ]—[pg_hba.conf DFFE] % 3R L %
‘a—o

BIWT=T7 7 AR T 4 DT —TNMZHD —FEFDOLa—REXxT s o
LE9,

& peAdmin I - ReoTF PREAZE T72

PN REE AITH
= AR
FBM [ 7B [2-%- [F-rELA [5E  [47oa ]

¥ host 4l al 127.0.0.1/32 mdS
I~ hostall al :1/128 mdS
I

4| B

C:¥Program Files¥PostgreSQLYs, 1¥data¥pg_hba.conf ibiE 1o #es A

38 PostgreSQL DHEF AT 3

BIWT= %4 7 u 7|2, hinemos ¥ 32—V ¥ MHit8 DB ~7 7 AA[gEL 72D K 9HIZ
REZITVET,

BS54 P PO A2

Tk =

ot st =

Fh-a ]
1-t— Ih\memus j
P PELA [152.168.0.0/24

ik st =

AT [

I Sl

39 PostgreSQL DHREF A T Rr T 4

[7'v 7 Al—[postgreSQL 8.1 = [#kD VYV v — K227V v 7 LE7,
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Windows 7 7 A4 7 U 4 —/L D
BEThHOHZ LR LET,

B

PR T, PostgreSQL DiE{E AR — k(tep 5432)73i8{E Af
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3.

Windows flRT—< = > FDFIREIE & TIPS

AREITIL. Hinemos =— = » b for Windows #f|fi4 25 ETOHIRE ., E DR %
BT 570 TIPS Z Z#HA L £,

3.1

U3 JEEMKEE

3.1.1. PaJEBEREDFIREIE

oy

@

77 A NVEREIFFIH T E £ A

Hinemos Ti&, ¥z 7EHERE Y 7 A MEEIC ssh 7’1 ha v ZFH L TWET,
Linux jR=—Y = > Tk, 7 7 A VDOE[FIET ssh 7 —F (openssh) ZFIH L, 7
7 ANVDOERENE T, ssh 7 747> hopensshhDa~ > REFITTHZ LIk, 7

7 A VLA RE A B L TWET,

Winodws it COXFIMZDE F LTCE, BiEssh7—F, ssh 7 747 b, Java
D ssh 7A4 7TV 7 EIZ oW THEZIT> CWVWET,

FATa—VE2HETHZ LT TEER A,

Hinemos ¥ o 7 EHMAETIX, F A4 T u JICE T2V E2HEEL T, #1952 &
MNE[FETT 2, Windows R=— = > b TlE, BRI R — F X9, Windows

o=y = FEFITL VD2 —FD

a0
PEP L
= -
FEES a7 F [RTRE| B
Ra- -

23—

® £To)— FEEFT

O ERBTTBET/—FERRY FS54
T

WHEIATUF -

O 37 FRAKRRTTS

aTe

o —F - < -~

Vadrz—Vzr bEEBLE—YEREET

HVEENDH D,

T

40 VaTHREFA TS
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Windows filt=— = > MIBWTHEITA—Y & 87 5 HEIR THRIT % 7260 O [l
THEZOWTIRRE O”Y a 7 EBERE TIPS T TR L £ 9,

312, U3 JEEEEED TIPS
Widows L CTHHZ—HFTEITLTNDL 70T T A0 BO2—FHERTTr /7 Ak
FATT L 729I2IE, runas.exe 2~ FA—KAYICFI SV EF, LAL. runas.exe 2+

v F% Hinemos CTHIATA7=DICLLFD 2 >ORERH D £97,

1. BIMERCHEIT LT 7B RADK T 2o TR T LA,
2. F7uatADOKTIREELZ Hinemos ¥ 32—V ¥ [CIRT Z L TE AR,

1. X, Va7 Ry haE{TLZE X2, runasexe N7 0B RA52 7 3 —7 LIZEHBITK
T4 25720, KROEITHEML 725 X% runas.exe D7 2 ADKT - Hkiky

a7 MBABLTCLE D MR H L Z LA BERLET,

2. 1%, runasexe X, LD X 52, +70 AR T+ —7 TTENITKR T E2IETT-0,
TR EAREERTLTHLZOK TREZRX—V X IZHBAT L2 ENTERNE NS
ZEEBWLET

AHIRIZEOBER THREET 5 Z ENTEEHAN, FIHAFIEICE > TUIFFR RN DM
nEHA,

1. BEOYa7oxy 7 LTHWD, Va7 xy hOREROY a 7708 KD
IKAFBILR D R CT o D BN NI I WD, ZO84A . runas D7 282D
EITRERIT DL O RN FERITA X eI L Te ZEMREZITOEO T
RPMETT,

2. runasx2b\W\W9H 7 U —V 7T NEFIHT 5,
runasx (ZIX, F7BEARKTTLET, BHEZETLRVWEWI F T a )
bV ENEENTL22LT . VaryRry Fr2ER LI LB EEISEDL 2 LN TE
F9, AL, runasx Z HWZHEIZIE, TREOHIKINH Y £7,

A2—=YTHY L FONAY — REEHERRE LR TR 60
F7u RO TIREZ PG TS 20

2 http://www.anikun.net/software.htm”2>5 % 7 > o — K[ gE
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C:¥hinemos_agent¥runasx¥runasx.exe /wait /user:test_user /password:test_pass notepad

41 runasx OF|HT S bat 7 7 1 /L4

3.2. EREIEHEE
321 ENREEOHPEEE

1 B—FR7RL—UZ2EETHZ &R TERN
Hinemos ® U ¥ —AEAR G, SNMP @ UCD-MIB(1.3.6.1.4.1.2021) % F|H L C,
PEBEME 2 Ui LTV E 9, Windows (23132 U Y —RERCIL, HIRFHEE LT, =
— RT7RVL—VERETHZENTEETA, BAEMIZIE, TRROBEH LR £9,

n— R7 R L= 150
n— R7RL— 5 5
17— R7 R L—3 15 53

Hinemos % AT, Windows O — K7 XL — U AT 25 5L LT, SNMP B
WEFHTLZ LA TEET, HOST-RESOURCE-MIB 76, ik 1 5o — K
TR =V OWHE (BALE%) 2BGT 252 &R TEE T, SNMP EE#lIC T,
hrProcessorLoad (OID : 1.3.6.1.2.1.25.3.3.1.2.1) #{EEL T 7E I,

2 B RNT A TRz T-54E . SNMP Service DO E) 2N M5
UL—=NRNTINT 4 A7 2 LB RE, B N7 A4 70827254813, SNMP
Service & FHLENIT O M ENH VY T,

3  syslogng B, 77V r—varn JEROT 4 VE2ERE
Windows / — NIk 5 v VEERZ FZMT 256 ik S d a7 ORBIT M AR
—ANEFENDZENDY 7, 72L& 2L, "test_log” &) SUFEFN E R Lo WS
Wi, 74V H S E LT, 7 test_log.*” CREIEEDOLTFHNZEE) O LI
ETHMLENRDY 7,
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3.3. HEEEEMEE
3.3.1. MEEEEOFIREEIE

3.2.1 TR~ L 912, Windows D2 — RT7RL—52WGT 52N TEEHA, D
7-% . Hinemos OMEFEEFSEETIL, m— FRT7 XL —T DU T X A AFER, FEREERIN
ENTEETA,
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