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FERIE%ERE

il |

23 EREn JERE

kT % v 7 23 IR L 97 @G L CE O E 72 Windows 1 -~ |k ’%L?RL/
Facility & Severity ##%E L £7, (Hinemos T, Critical #~ v F KL T 54;
(21X, Critical Z#IR L E 7, )

Windows DA > MNER] :  Facility (FE5I]) : Severity(L-L)

24 NTSyslog D& E LBl

DBGENE, "EH" 227 Y v 7 LIEBRS, TRib YA P UICERShET, RED
BIkSHRWE, B 7BREESNRNOTERE L TIZEN,

{1

Application :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Application
Security :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Security
System :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥System

B 25 NTsyslog D7 4 VFRETEHINDI LT ALY

KLY ANYTIE, A2 b2 (Audit Failure/Audit
Success/Error/Information/Warning) @ [ —4 ] LW HIEHED 10x0000000 (0) |
DEICRRINET, ZOO0NOEFN 1 Lo TNDHA R br s, kTS
7l L TRERINIZH DT,
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5 “BAULA 27 Vv L THEATa %L ET,
[Zy Fr— 2] [EFH Y — L[ — ] A2RIR L E7,
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FEA 0B

EarEy
Miuyuieg 2 Lien | e |¥:w.-.*m=! o2 | )
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L L1}

L1
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L3 ar

LS ar

-

"
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: b Ak
"

| - m __ae =l
' aue (T

B 26 H—vrR¥AT RS
6 NTsyslog # FiLE) L7,
PLEDORREIZL Y | #5Ew V3 EDFRMIZ~ » T L7z Windows £ X k% Hinemos
VR =T I CHRELET, EBEIF 10T LI E TS RET,

P C.Hinemos ¥ *— ¥ ¥ @ syslogng IZ%f L CHEELEH 2TV ET, Z O TEIL.
Hinemos v *— Y v /Ny 7 — (ver. 2.4.0 LIFE) (Z[FEHMH LTV % rpm &L D syslog-ng

A VA=V UTESAIIAE T,

letc/syslog-ng/syslog-ng.conf ZLL T D L 5 IZHRE L £7°,

options { sync (0);

time_reopen (10);

log_fifo_size (1000);
long_hostnames (off);

use_dns (no); — use_dns (yes);
use_fqdn (no);

create_dirs (no);

keep_hostname (yes);

stats (86400) ;

=N

N
==
oR

27 Hinemos v R —Y ¥ <D syslogng XELE

26. YaJI—CYzzrb, AVEBEEI—C Y FOXFI—FRE
VaTDFITREL L TRITRAZEDTE L AvE—yY (VaTd L THEIfTESNET
Ot ZADOMEWER ) - fEHET T —) OLFa— Rl iEEr -2 PR 2D TE
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HDEERBEO T 7 7 A NDLTFa— RERETHIENTEET, HET D HEEFREY
Tr LU ADI9FEE TSHT I,

2.7. SNMP Service Dty r7 v

Windows F CSNMP = —V = hE2EESESH 2 LIk, CPU, AEVZEDY V—
AEWERET D ERARELE 2 £9, 21XV, Hinemos ® SNMP BEAEFERE & i
3252 ERAEEIC /22D £77,

PUFCiX Windows OFEHE SNMP =— Y = haty N7 v 75 FIEEZRLET,

1. [y re—n 3 u]-=[Fa 5 L0BMEHIRIZER L E T,

T 7075 L OB [=] E3
WAk -LENTUS 05 F ERIDSSLORTE) RS [E

I 16200MB

& haphus Version 150 X AIME
B Uniities and SDK for UND4-based Applications Wiz 20.00MD
imulk'g 13 Windows Resource Kit Tooks wix EEEME

28 SNMP~=—Y =z by b7 v

2. [Winodws =T R—3 > bDBINE HIFR] 2R L £9°,

Wirnlows Tull=320 b
Windows (=3 FEBRLCNEET 227,

E&Ml&;ﬂﬁb‘f%&d %31% tzv&il& i ﬂ?!tﬁ

TR=3HE
SUE=F ALAR= L, |
BUE-HeE 5 MB
¢ - HEEngnER 00 ME
e hd|
L g-ﬂ-thm-—a 1178 =T AR H LUK TSRy - L RN TLG
LR oL 44 M@
TaF 2 100818 M _maw. |

CERE Al KA l | I
29 Widnows =2 U R—3R > hDiBEH0 L HIER

3. [BHEltEe=¥¢ Y—N]Er Vv 7L, GEHHIRY  Z2WTLET,
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r LENED Eibi? jft"w?/H ‘%&htt\é&m

hiFs E¥HII] E’JUJ’JL;T.'(T‘ \

Ei!t-E Hy—a @ﬂj‘]ﬂ“—»‘r‘;%(o)

1 [ga 77 b H=i= Uu=2 Th=Tip 25MB -

15 2r 00 =) —rEaR 00 MB

] OEDE‘IGJE@]/‘F—‘?/F 1.4 MB

=T 3B L)) (SMMP)

[ g3as ‘(\Jl"ﬁ"ER 02 ME

O & s - DRy T2ME

SHER AubT=0 FIA ADTPITETrRESRL. Ry b= =)L D-0RTF L3S
FBL-FIoHEFENTHET.

SELF RIS 53 MB im0
EET AR 98484 ME —'I
[ o | ==t

X 30 Widnows 22> R—3R > DB & Bk 2

4. [BG x> hU—2EBT o haLSNMP)2F <> 7 L, [OKIR% v Z#HFLET,
[Windows = > AR—% > b7 ¢ ' — RICTIRA~N]EZH T LET,

6. A UABF—/LOIBET, Windows @ Disk #ER S5 5A121%, @Y7 Disk & A
AOKIZH# T L £,
AVARN—IPRET LEO"E T 27 v LET,

8. [mr o= xu]-[FHY — ][ —EeX] %8R L, SNMP Service (23 T
FI7 Voo [TanRT @R LET, XA TrIRERRINEDL, [EX2 VT 1]
BT BRI TLEEN,

{@m—h)l J3:/E1—%) SNMP Service HFONT+ HE
28 | ooty | @iE | T-Iobh] bSvr BT | fmess |

W RSy RRIETRW

1713 (o MES s A1)

TEa1Z54 | #&fl] I
public L LT

FEO | iBE

& FATOHRA NS SHMP [rs FERRHTIHR G
— CNBOAA NG SNMP My PRGSO

3, wED. | | AEmw |

ok | wetn | mma |

® 81 SNMP —bE 2D 7 /37 ¢

9. ZIMHFL5a3I2=7 44T, Hinemos ¥v3*— V¥ CRELTWDHaAIa=7 14
(77 4 /v k TiX public). SNMP /~7 v b %5175 A A MZ Hinemos v R —
¥YORAMERLZ, IPT RLAZRELET,
10. Windows 7 7 A 7 7 #—/L CSNMP R — U > 7 (udp 161)2N@IEA[RETH D Z L &k
RBLET,
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28. UYV—REREERT 5-DDETE

Hinemos ®» V YV — X B W K ue - M & MM CTI1X. SNMP @
UCD-MIB(1.3.6.1.4.1.2021) ] L T, MEeefEs B L T\ ET,

L72>L Windows FE#» SNMP —— = > %, UCD-MIB(1.3.6.1.4.1.2021) % ¥ 78—
FLTWEHA, 2 THinemos T, SNMP =—> = > h2PET A2 LT, U YV —
AR OBGZER L THET,

SNMP =—2 = b ZYEIRT D 12O ORET, ==V =2 b VA b =T IZT TV E
7, Hinemos =—>Y = h& A VA F—AEF, SNMP =—> = NOZ%EEY T v
TTL56F, FRTLIRA NI ORELZTILENRHY £, (Z0HEH SNMP
Service 1 Y A h— /L L TELIMLERHY £7,)

SNMP = — ¥ = > b OJRIERE FIEIX TRo@E b TH,

1. SNMP Service Z{LIET 572 DR E
JERET 57280 DLL 2 LY A VI LET, (Tt EHNX Ver. 3.1.0 DHA)

& — {HKEY_LOCAL_MACHINE} — {SOFTWARE} — {HinemosAgent} —
{SNMPExtAgent}
487 Pathname
FHAR REG_SZ
7 —% C'¥Program Files¥Hinemos¥Agent3.0.0¥1ib¥
HinemosSNMPExtAgent.dll

X 82 SNMP =— =¥ MEEDZDOLYVX MY REL

FRETEEGE LIV YA MY F—%, SNMP Service #HiiET A —T = b & LTHE
#k L £9, SNMP Service /X, Tit® ExtensionAgents UL FIZHEiE=—T =2 b
(DLL) ## &7 52 & T, SEIERMIBIZXHIGTHZ ENTEET,

F— {HKEY_LOCAL_MACHINE}—{SYSTEM;}— {CurrentControlSet} —
{Services}—~{SNMP}—{Parameters}—{ExtensionAgents}
£ il Hinemos_agent

i3  REG_SZ
7 —% SOFTWARE¥HinemosAgent¥SNMPExtAgent




T— = b for Windows &> 7 v HA K

X 33 SNMP =— =¥ MEROZHO LR b U RE 2

2. $L3E DLL OF &
32 SNMP=— = o MMEEDOT- OO LA RNYERE1 TRE LB EEH
ODLLAZEE LT FEV,

3. SNMP Service O )
[Z2 Fr— RV [EH Y — V][ — B A] &38R L, SNMP Service % F L)
LTL7EEY,

29. TNARBETOYY—REREERTH-ODDHKRTE

Hinemos Tli&, T4 A7 « X T —27IZOWT, T /5 ZAHN OVEREE %2 B - B
THZENTEET, T3 ARMOMRBMEZ TGS 2720121Z, VAT FUIFHRIC, —
RDOTNA ZNEHRE B L TBBERZHV ET, 22T 74 A7 - Ry NT—I1F
WA BERT 27O E R FNRIZ DWW TR L £ 7,

® T AU IEROBEITIE

Windows / — FDT 4 A7 fFMEEH T 27201213, T 4 27 OfFHE Y R
CRVIZERETHAMNENHY ET, ZHUC XKV, BT ¢ A7 BN CHEREME & B
THZENTEET, TROEIITLT, W7 4 A7 OfF#MA Y AT b U IR
LTL7EEN,

1. T34 A2 INDEX
A FIATOEEZE21ELT, UETAL 77Xy FOIEETINE LI-E%E A

LTL7ZEW, (CFRIATDEAE3, D KIATDEHEA LR ET,)

2. TNA R4
RIA4TXFEANLTLEEN, EEOLAFIZRET D Z ENAHETT,)

3. T3 AFEH]
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“disk”& AL TTFSUY,

® NIC OGSk
a—Ww==aT7 )b 1441, 7 — FIEROIERR  NIC {FHOBEHIE] 22R LT
TEW,

% Windows 2000 Advanced Server D7 1 A7 1M AR T 556
Hinemos Tl&, Windows /— RDT 4 A7 {FHE, N7+ —~v ZAE=F Dinbl
THAAIFT V27 FXVERELTWET, Windows 2000 Tid, 7T 4 27 47
Vs MCMTHERBIHIT 74V N TEHT7 Lo TW0DH T, Fiia~vy Ra%E
ITLTAUVICER L TBLMERDD £7,
(2% . http'//support.microsoft.com/kb/253251/ja)

# diskperf -YV
X 34 #HBETFTAAIAT V7 bt iltbavwr P

2.10. SQL BERDT=HDEEE

Hinemos TERZ1T 5 72121X. UV E— + 7225 RDBMS IZ#5i TE AL E R H D F9,
PLUFTIX, Windows ETREIZA A h—/L & T 5 PostgreSQL (235 T, SQL AR
ZA[REICT ARl E R LT,

A7#E : Windows Server 2003 (Z postgreSQL 8.1.3 731 > A h—& N T\H & LET,

1. [Fm 277 A]l—[postgreSQL 8.1]1—[##pk 7 7 A /L] —[postgresql.conf D] % R L
i ‘a—o
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W pahdmin T - S0 F 8K L7 ¢%

LD WD A

ol NELRERE
5 Lk [T 2
T~ borgoe_nama
I ter_ackdrenises locahast what IP address(es) to ksten on;
P ma_cornaction: 1
¥ port ey
™ sgmenuser_reserved_corn.,. 2 -

™ unis_sockat_deectory
™ unis_socket_group

™ urin_socket_pesmrisions orrr oot

™ athentication_brmoout ] 14610, In saconds
™ do_uses_namespace oft

I kaby_caesrs_ursers off

I lab,_sorver_hostrame

T lab_server_kerfie

T kb _srvmamee porstgres

I password_pncryption on

s

™ check_furction_bodkes. o
I defat_tabiepace

I™ dafaut_trarsaction_isclation read committed

™ default_tarsaction_resd_... off

I saavch_path ot puble: scherna names

I staternant_timecut a 0 dissbled, in milsaconds
I trarmaction_jsolation

I tranzaction_rad_orly

™ australan_tmeazones off

I chent_enwcoding sl_aci ctuaby, defadts 1o databie

™ Datastyle

I avtea Aozt st n e 15 w3 -1
9 | o

3 v cond y

35 PostgreSQL DREF A T s

[listen_addresses] Z 2R L[FTHE] T = v 7 Z AL, "localhost’#7* 1 E X #1 2 . [OK]
7 Uv 7 LET,

B listen_addresses” #5503 E

aTHE i
& |*
Jub Iwhat 1P address(es) to listen on;

listen_addresses
A7) Connections and Authentication § Connection Settings
TT4 2 b Postmaster - /- RAbkETe -

Sets the host name or IP address{es) to listen to,

~7 | et |

36 PostgreSQL DHREF AT 0T 2

[7 7 A V- URAFI IR L, W=7 ¢ Z 2P £ 7,

[7'v 7' Z K]l—[postgreSQL 8.11—= [ 7 7 1 /L]1—[pg_hba.conf D] & %R L F
R
N7 72 8 ARRECT 4 X DT =T Mo DH—FETOLVA—RadTNs Y v
LET,
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@ peAdmin Il - FixDTUF POEAZEE T742
FME REE ALTH

=l IR AT

Fh [F-pn-2 [2-%- [1F-PELA

[5%

[#75a

<

¥ host 4l al 127.0.0.1/32 mdS
I~ host all al :1/128 mdS
i

»

C:¥Program Files¥PostoreSOL¥8. 1¥data¥pg_hba.conf 6511585

P

37 PostgreSQL DHREF AT 3

W& A4 7 a2/ |2, hinemos ¥ % —> ¥ 5

REZITVET,
CEER RSl
aTHE ke
F—Ha host =
Fopr-z [ El
2—H— |h\nernus j
P FELA [152.168.0.0/24
HiE trust =
FT e |

| Foltl

38 PostgreSQL NDHREF A TR 4

[7'v 7 A]l—[postgreSQL 8.1]1=[#kD YV v — K227V v 7 LE7,
Windows 7 7 A 7 U 4 —/LOFE T, PostgreSQL Dif{E AR — k(tep 5432)73 @1

RRTHDZ Eafd LET,

DB A~T 7B ARREL 2D K DI
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3. Windows fRT—> x> FDFHIFREIEE TIPS

AREITIL. Hinemos =— = » b for Windows #f|fi4 25 ETOHIRE ., E DR %
BT 570 TIPS Z Z#HA L £,

3.1. TaJEEHEE
3.1.1. PaJEBEREDFIREIE

(1) 77 A NVEERITFIHTE £ A,

Hinemos Ti&, ¥z 7EHERE Y 7 A MEEIC ssh 7’1 ha v ZFH L TWET,
Linux fi=—Y = > FTliX, 7 7 A /LD E[FIL T ssh 7 —F > (openssh) ZFIH L, 7
7 A NVOBRER T, ssh 7 747 Fopenssh D~ REFETTHZ LIk, 7
7 A NVERERERE A RBLL T ET,

Windows it Cli% Windows OS 237 7 +/L k Cssh 7 —F>, ssh 7 747 &
it L Thiane, 77 A VERIRITFIH TE £ A,

BIfED L Z A, Windows BRIE T CX % ssh7—F>, sshZ7 747 K, Java
D ssh 7477 V7R EEICHONWTHIEEZIT> TV ET,

(2 YaT7oEHh—F I —REB—F L —FLRITNER ) A,
Windows ji—=— = > b & —E X EET 255G, Windows BREE EDY 5 7D FE
o —Fix—e 2EH2—Y% (57 /L k SYSTEM) ZEELTFEW,
Windows i =— = > M & FE)TEEIT S (vbs 2347T) HH, =— V= Mol
Lica—HPa2Ya 7OEGH—FL LTHREL TR,
Windows fR=— = o hOEEEj —F L B HHERTY a 72 FAT LI2WIGAEITE,
R — P2 EET D, KEO”Y a 7E PR TIPSO k%2 TSR T S0,

(3) Windows Server 2008 Tld#— bt A f#j—4# % SYSTEM = —HIZHETHZ &M
TEFEHEA,
Windows Server 2008 TlE=—Y = M & —EXEBT L5545, F— X EB) =
— % SYSTEM LSMIAEE L TFEUY,
P—eRE#E 2 —% % SYSTEM 2 —HLND2—PFITRET D56, 22— P4 &
NAY = RRRBBNCRDET, ZDD 0S DA—WT T FO/NAT — RaZEH
LIS AT — AR 2 —FONRNRA T — RET L SN TICER LTSN
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3.1.2. 3 JEEHEED TIPS

Widows J:’C“Z%éi“—"f’f“?%ﬁ LTCWATaZ I hhb, lOa—FHERT e 7T L%
FEITT H7-0121%. runas.exe 2~ RO —XICFIH &SN ET, L2 L. runas.exe I~
v R% Hinemos THHATA7=DICLLTFDO 2 >ORENH D £97,

1. %%@T%ﬁbk%fmtx@%T%ﬁof%TL&wo
2. F 7t AOKTIREZLZ Hinemos ¥~ R — Y ¥ IZIKTZ E N TEARW,

1. . Va7 xy h&EFITLIE L X, runas.exe N7 BB RAE T 4 —7 LT EEZICHK
TT D70, AROFATHRMIL 725 X% runas.exe D7 0B ADK T 2R3 I2H% Y
a7 REBLTCLE I AR S D Z L2 EWRLET,

2. 1%, runas.exe |, Fito ko2, F+7 AR T 4 —7 CTENEFKRTZRT 2D
TR ARREKT L THEOK TREL X — :Lﬁﬁé_&ﬁ?%&wkmo
ZEEEWRLET,

AHIRIIEOER THREET 5 Z ENTEXEHAN, FIHAFIEIC X > TUIFFARIEN DM
nEHA,

1. BEOYa7oxy 7 LTHWD, Va7 xy hOREOY a 7728 KD
KBRS CTdo D MBI FIZHW D, ZDY4A . runas D7 0D
FATRERIZT DLW FERITA X be ZIcH L Tr ZJEREIT > %O L
RNBVETT,

2. runasx2:b\W\W9H 7 U —V 7T NEFHT 5,
runasx (ZIX, F7READRKTTLHET, BGZKRTLARVWEWI AT Vg R
bV ENEEHTHZ & T U 7*“/ FEEMLEZEBYEESEDL 2 LN TE
£7, AL, runasx Z# W HEIZIL, Tieodlnd v £47,

A—PTHT L FO/NRAT — R EERE LRI R 57280
F7ut RO TIREZ PG TE 20

C:¥hinemos_agent¥runasx¥runasx.exe /wait /user:test_user /password:test_pass notepad

39 runasx OF|FAT 3 bat 7 7 1 1]

2 http://www.anikun.net/software.htm?>> % v . 7 — KA HE
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3.2. EREIEHEE
321 ENREEOHEEE

1 B—FR7RL—UZEEETHZERTERN
Hinemos ® U ¥ —AEAR G, SNMP @ UCD-MIB(1.3.6.1.4.1.2021) % F|H L C,
PEBEME 2 B/ L TV E 9, Windows (23132 U vV —REHCIL, HIRFHE LT, =
— RT7RL—=VERGTHZENTEEEA, BEMICIE, TROEREZRY 9,

n— 7R L— 150
0— R7 RV — 5 5 )
B— R7_L— 15 53

Hinemos % AT, Windows D1 — K7 XL — U ZEEMT 25 Hik L LT, SNMP B
WEFHTLHZ LA TEET, HOST-RESOURCE-MIB 76, ik 1 5o — K
TR =V ONWHE (BALE%) 2BfGT 252 &R TEE T, SNMP EE#IC T,
hrProcessorLoad (OID : 1.3.6.1.2.1.25.3.3.1.2.1) #{EEL T 7E I,

2 B RNT A TRz T-54E . SNMP Service DO E) 2N M5
ULA—=NTIT 4 A7 28 LB E, WM N7 A4 70882 725451%,. SNMP
Service Z FLEI T A2 ML E N H Y 7,

3 syslogng B, 77V r—varn ZEHROT 4 VE2ERE
Windows / — NIk %o v VEERZ FZT 256 ik S d a7 ORBIT M AR
—ANEFENDZENDY 7, 72L& 2L, "test_log” & W) SUFEFN E R Lo WS
Wi, 74V H S E LT, 7 test_log.*” CREIEEDOLTFHNZEE) OLHIZHE
ETHMLENRDY 7,

3.3. HREEEMEE
3.3.1. MEEEEOFIEEIE

3.2.1 TR~ L 912, Windows D2 — RT7RL—52RWGT 52N TEEHA, D
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7=, Hinemos OMEREEHMERE T, o — T RL—U DU TV H A LFR, EETHERIN
ENRTETET A,

3.4, HE#EE
3.4.1. OJEEDFIREIE

Windows BRI FCoa gt — 0 MR JiRkdsa /7 77 A W) 2—A L
TZOHIBRT D Z EidkERHA, 0D, v /inko—y 2 MR iRk A AiE s T
HT7 A NDOa—T— g o FRIIIBESNET,

Linux @ logrotate TE:H T 5 )7 D copytruncate I, mv FNAEFNZFHIA L £,
(1) copytruncate J7
copytruncate S LI RO T T 7 A NDa v —EER LT-%IZ, AV D
7 7 A /% Tuncate(W] Y 558 5) 35 HT9, Windows BRIEED v Jiiniko— =
MEARFRUITHHE L TWET,
(2) mv 5
mv FREFRGEOr 77 7 A VEBE() x—2) L, FiHicA Y o ror Ty
ANEANERRT 2T, fEn 7 oBEI(Y 2—2)B A5, Windows BREED 1
Tk — Y = MIARLFRIZHIGE L TOWERA, Hl2IX, Java 77U r—v 3 > C
S5 logdj X —7 — bOBKIC mv AR L C0ET,
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